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Abstract overlays must be robust to a variety of security attacks,

. including the case where a fraction of the participating
Structured peer-to-peer overlay networks provide a Subpqqeg act maliciously. Such nodes may mis-route, cor-
strate for the construction of large-scale, decentrahzeqiupt or drop messages and routing information. Addi-
applications, including distributed storage, group cOM+qnajly they may attempt to assume the identity of other

m_unicatiop., and content distribution. These overlays are,yqes and corrupt or delete objects they are supposed to
highly resilient; they can route messages correctly eVeii e on behalf of the system.

when a large fraction of the nodes crash or the network

partitions. But current overlays are not secure; even an this paper, we consider security issues in structured
small fraction of malicious nodes can prevent correctp2p overlay networks. We describe attacks that can be
message delivery throughout the overlay. This probmounted against such overlays and the applications they
lem is particularly serious in open peer-to-peer systemssupport, and present the design of secure techniques that
where many diverse, autonomous parties without precan thwart such attacks. In particular, we idensg-
existing trust relationships wish to pool their resourcescure routingas a key building block that can be combined
This paper studies attacks aimed at preventing corredvith existing, application-specific security techniques t
message delivery in structured peer-to-peer overlays angonstruct secure, decentralized applications upon struc-
presents defenses to these attacks. We describe and evilred overlays. Secure routing requires (1) a secure as-
uate techniques that allow nodes to join the overlay, tosignment of node identifiers, (2) secure routing table
maintain routing state, and to forward messages securelpaintenance, and (3) secure message forwarding. We

in the presence of malicious nodes. present techniques for each of these problems, and show
how using these techniques, secure routing can be main-
1 Introduction tained efficiently despite up to 25% of malicious partic-

ipating nodes. Moreover, we show that the overhead of
Structured peer-to-peer (p2p) overlays like CAN [16], secure routing is acceptable and proportional to the frac-
Chord [20], Pastry [17] and Tapestry [21] provide a tion of malicious nodes.

self-organizing substrate for large-scale peer-to-pper a . _ . .
g d g b be The rest of this paper is organized as follows. Section 2

plications. These systems provide a powerful platform’.

for the construction of a variety of decentralized ser-31VeS Some background on structured p2p overlays, spec-

vices, including network storage, content distribution,Ifles mOdeIS and assumptions, and defines secure routing.

and application-level multicast. Structured overlays al_Sec_Uons 3,4 Q”d 5_present attacks on_and SOIUt'OnS for

low applications to locate any object in a probabilisti- assignment of identifiers to npdes, routing table mainte-
nance and message forwarding, respectively. Section 6

cally bounded, small number of network hops, while re- lains h h head of . be mi
quiring per-node routing tables with only a small num- explains how the overhead of secure routing can be min-

ber of entries. Moreover, the systems are scalable, faulf-m'zed by using self-certifying datla. Fmally,. Section 7
tolerant and provide effective load balancing. discusses related work and Section 8 provides conclu-

sions.

However, to fully realize the potential of the p2p

paradigm, such overlay networks must be able to supporp Background, models and solution

an open environment where mutually distrusting parties

with conflicting interests are allowed to join. Even in a In this section, we present some background on struc-
closed system of sufficiently large scale, it may be un-tured p2p overlay protocols like CAN, Chord, Tapestry

realistic to assume that none of the participating nodesnd Pastry. Space limitations prevent us from giving a
have been compromised by attackers. Thus, structuredetailed overview of each protocol. Instead, we describe



an abstract model of structured p2p overlay networks thatb is a configuration parameter with typical value 4). A
we use to keep the discussion independent of any particurode’s routing table is organized into 1/28 rows and 2

lar protocol. For concreteness, we also give an overvieveolumns. The 2entries in row of the routing table con-

of Pastry and point out relevant differences with the othertain the IP addresses of nodes whose nodelds share the
protocols. Next, we describe models and assumptionfirst r digits with the present node’s nodeld; the- 1th

used later in the paper about how faulty nodes may benodeld digit of the node in columaof row r equalsc.

have. Finally, we define secure routing and outline ourThe column in row that corresponds to the value of the
solution. r + 1th digit of the local node’s nodeld remains empty.

. A routing table entry is left empty if no node with the
T e s apecs ool Pl nodeld pres s kioun. Figure 1 epits n
d P ’ ample routing table.

should apply to other structured overlays except when
otherwise noted. However, the security and performanc&ach node also maintains a neighbor set (called a “leaf
of our techniques was fully evaluated only in the con-set”). The leaf set is the set dfnodes with nodelds

text of Pastry; a full evaluation of the techniques in otherthat are numerically closest to the present node’s nodeld,

protocols is future work. with /2 larger andl /2 smaller nodelds than the cur-
] rent node’s id. The value dfis constant for all nodes
2.1 Routing overlay model in the overlay, with a typical value of approximately

We define an abstract model of a structured p2p routini?* l0guN], whereN is the number of expected nodes

overlay, designed to capture the key concepts common tP the overlay. The leaf set ensures reliable message de-
overlays like CAN, Chord, Tapestry and Pastry. ivery and is used to store replicas of application objects.

In our model, participating nodes are assigned uni_Message routing: At each routing step, a node seeks to

. o : forward the message to a node in the routing table whose
form random identifierspodelds from a largeid space deld sh ith the k fix that i |
(e.g., the set of 128-bit unsigned integers) Application—np _eI shares with the key a pretix that Is at least one
g - ) : O éhglt (or b bits) longer than the prefix that the key shares
specific objects are assigned unique identifiers, calle

keys selected from the same id space. Each key iWlth the present node’s id. If no such node can be found,

mapped by the overlay to a unigue live node, called thghe message is forwarded to a node whose nodeld shares

) . .~ a prefix with the key as long as the current node, but is
key’'s root. The protocol routes messages with a given ! s
: . numerically closer to the key than the present node’s id.
key to its associated root.

If no appropriate node exists in either the routing table
To route messages efficiently, each node maintains ar neighbor set, then the current node or its immediate
routing tablewith nodelds of other nodes and their as- neighbor is the message’s final destination.

sociated IP addresses. Moreover, each node maintainsl._allgure 2 shows the path of an example message. Anal-

neighbor setconsisting of some _numbe_r of nodes W'.th Xsis shows that the expected number of routing hops is
nodelds near the current node in the id space. Sinceg,. . o 2

: . ; Slightly belowlog,N, with a distribution that is tight
nodeld assignment is random, any neighbor set repre- d th M imulati h hat th
sents a random sample of all participating nodes around the mean. Moreover, simuation shows that the

' routing is highly resilient to crash failures.

For fault tolerance, application objects are stored at mor
than one node in the overlay.raplica functionmaps an
object’s key to a set ofeplica keys such that the set of
replica rootsassociated with the replica keys represent
a random sample of participating nodes in the overla
Each replica root stores a copy of the object.

%o achieve self-organization, Pastry nodes must dynami-
cally maintain their node state, i.e., the routing table and
neighbor set, in the presence of node arrivals and node
Sailures. A newly arriving node with the new nodexd
Yean initialize its state by asking any existing Pastry node
A to route a special message usigas the key. The
Next, we discuss existing structured p2p overlay proto-message is routed to the existing n@deith nodeld nu-

cols and how they relate to our abstract model. merically closest toX. X then obtains the neighbor set
from Z and constructs its routing table by copying rows
2.2 Pastry from the routing tables of the nodes it encountered on the

Pastry nodelds are assigned randomly with uniform dis-Original route fromAto Z. Finally, X announces its pres-
y 9 y ence to the initial members of its neighbor set, which in

g.'?ﬂgong;(;rt? arglrf:slae:nligézlé'lgtjg%::.ss?vg?oa ;rzc?t turn update their own neighbor sets and routing tables.
It KEY, y rou ' ge tow I%‘?milarly, the overlay can adapt to abrupt node failure

live node whose nodeld is numerically closest to the key. :
Each Pastry node keeps track of its neighbor set and nog%gﬁzh:g%gﬁ ﬁusrl;?g grnol;rzgg(regf messagadagyN))

tifies applications of changes in the set.

Node state: For the purpose of routing, nodelds and
keys are thought of as a sequence of digits in bdse 2
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Figure 1: Routing table of a Pastry node with Figure 2: Routing a message from node
nodeld 6&1x, b = 4. Digits are in base 16 65alfcwith keyd46alc. The dots depictlive
represents an arbitrary suffix. nodes in Pastry’s circular namespace.

2.3 CAN, Chord, Tapestry number of routing hops in Chord EogzN.

with CAN routes messages indadimensional space, where

each node maintains a routing table wiiltid) entries

and any node can be reacheddii4) (N*/9) routing hops
Tapestry is very similar to Pastry but differs in its ap- on average. The entries in a node’s routing table refer to
proach to mapping keys to nodes and in how it managegs neighbors in thel-dimensional space. CAN’s neigh-
replication. In Tapestry, neighboring nodes in the nameshor table duals as both the routing table and the neighbor
pace are not aware of each other. When a node’s rouket in our model. Like Tapestry, CAN’s replica function
ing table does not have an entry for a node that matchegroduces random keys for storing replicas at diverse lo-
a key'snth digit, the message is forwarded to the nodecations. Unlike Pastry, Tapestry and Chord, CAN’s rout-
with the next higher value in theth digit, modulo 2, ing table does not grow with the network size, but the
found in the routing table. This procedure, calkdro- number of routing hops grows faster thexgN in this
gate routing maps keys to a unique live node if the node case.

routing tables are consistent. Tapestry does not have a

direct analog to a neighbor set, although one can think of 2P€Stry and Pastry construct their overlay in a Internet
the lowest populated level of the Tapestry routing table!0P0logy-aware manner to reduce routing delays and net-
as a neighbor set. For fault tolerance, Tapestry’s replic/OrK utilization. In these protocols, routing table ertrie

function produces a set of random keys, yielding a sefan Pe chosen arbitrarily from an entire segment of the
of replica roots at random points in the id space. Thehodeld space without increasing the expected number of

expected number of routing hops in Tapestrioig,sN. routing hops. The protocols exploit this by initiali;ing
the routing table to refer to nodes that are nearby in the

Chord uses a 160-bit circular iql space. _Unlil_<e Pastrynetwork topology and have the appropriate nodeld pre-
Chord forwards messages only in clockwise direction infix. This greatly facilitates proximity routing [17]. How-

the circular id space. Instead of the prefix-based routingver, it also makes these systems vulnerable to certain
table in Pastry, Chord nodes maintain a routing table conattacks, as shown in Section 4.

sisting of up to 160 pointers to other live nodes (called a ) L , . .
“finger table”). Theith entry in the finger table of node The choice of entries in CAN’s and Chord’s routing ta-

refers to the live node with the smallest nodeld clockwiseP!€S i tightly constrained. The CAN routing table en-
fromn+ 21, The first entry points to’s successor, and U1€S refer to specific neighboring nodes in each dimen-

subsequent entries refer to nodes at repeatedly doublingon> While the Chord finger table entries refer to specific
distances from. Each node in Chord also maintains PCINts in the nodeld space. This makes proximity rout-
pointers to its predecessor and toritsuccessors in the "9 harder but it protects nodes from attacks that exploit

nodeld space (this successor list represents the neighb8Hacking nodes’ proximity to their victims.

set in our mpdel). Like Pastry, Chord.’s replica_function 2.4  System model

maps an object’s key to the nodelds in the neighbor set

of the key’s root, i.e., replicas are stored in the neighbofThe system runs on a set Nfnodes that form an over-
set of the key’s root for fault tolerance. The expectedlay using one of the protocols described in the previous

Next, we briefly describe CAN, Chord and Tapestry,
an emphasis on the differences relative to Pastry.



section. We assume a boufd0 < f < 1) on the frac- gitimate, diverse replica roots as opposed to faulty nodes
tion of nodes that may be faulty. Faults are modeledthat impersonate replica roots. Even if applications use
using a constrained-collusion Byzantine failure model,cryptographic methods to authenticate objects, malicious
i.e., faulty nodes can behave arbitrarily and they may nohodes may still corrupt, delete, deny access to or supply
all necessarily be operating as a single conspiracy. Thetale copies of all replicas of an object.

set of faulty nodes is partitioned into independent coali-.l_O address this oroblem. we define a secure routing prim-
tions, which are disjoint sets with size boundeddy P ' gp

(1/N<c< f). Whenc = f, all faulty nodes may collude itive. The secure routing primitive ensures that when a

with each other to cause the most damage to the systerﬁpn'fauny node sends a message to a key k, the message

We model the case where nodes are grouped into multir_eaches all non-faulty members in the set of replica roots

pl independent coaiions by settog: . Members of St B IO RO R, B0 ElPee o o ot el
a coalition can work together to corrupt the overlay but ' P

are unaware of nodes in other coalitions. We studied th oeryt?]:tsfgclli?:fﬁgvm?na;gset:o?g??r?setg.?li%l,siges?rgo?Slable
behavior of the system witranging from ¥N to f to set of IiveF;\odes \zlv'ith nodel>(/:i’s numericall closegtyto the
model different failure scenarios. y

key. Secure routing ensures that (1) the message is even-
We assume that every node in the p2p overlay has a statiaally delivered, despite nodes that may corrupt, drop or
IP address at which it can be contacted. In this papemisroute the message; and (2) the message is delivered
we ignore nodes with dynamically assigned IP addresseso all legitimate replica roots for the key, despite nodes
and nodes behind network address translation boxes dhat may attempt to impersonate a replica root.
firewalls. While p2p overlays can be extended to addres

these concerns, this paper focuses on more traditionz;tl ecure routing can be c_oml_:nned W't.h existing security
network hosts. echniques to safely maintain state in a structured p2p

overlay. For instanceself-certifying datecan be stored
The nodes communicate over normal Internet connecen the replica roots, or a Byzantine-fault-tolerant repli-
tions. We distinguish between two types of communica-cation algorithm like BFT [4] can be used to maintain
tion: network-level where nodes communicate directly the replicated state. Secure routing guarantees that the
without routing through the overlay, araverlay-level  replicas are initially placed on legitimate replica roots,
where messages are routed through the overlay usingnd that a lookup message reaches a replica if one exists.
one of the protocols discussed in the previous sectionSimilarly, secure routing can be used to build other se-
We use cryptographic techniques to prevent adversariesure services, such as maintaining file metadata and user
from observing or modifying network-level communica- quotas in a distributed storage utility. The details of such
tion between correct nodes. An adversary has completservices are beyond the scope of this paper.

control over network-level communication to and from Imolementing the secure routing brimitive requires the
nodes that it controls. This can compromise overlay- P g gp q

level communication that is routed through a faulty node.sOIUtlon of three problems: securely assigning nodelds

Adversaries may delay messages between correct nodé% nodes, securely maintaining the routing tables, and

butwe assume thatany message sent by acortectnode L Iex RRLEN RSO, DERE TCT SRt
a correct destination over an overlay route with no faulty

: . T o nodelds assigned to the nodes that the attacker controls.
nodes is delivered within time with probability Fo. Without it, the attacker could arrange to control all repli-
2.5 Secure routing cas of a given object, or to mediate all traffic to and from

a victim node.

Next, we define a secure routing primitive that can beSecure routing table maintenance ensures that the frac-

combined with existing techniques to construct Secure; o faulty nodes that appear in the routing tables of

a}pplications on struptured p2p overlays. SUbSE".quent.Se%brrect nodes does not exceed, on average, the fraction
tions show how to implement the secure routing Prim- ¢ faulty nodes in the entire overlay. Without it, an at-

gglr?blejg?ﬁ;htgi)rz/l:guinsicr;g\r:vork models that we de'tacker_could prevent correct message deIivgary, given only
: a relatively small number of faulty nodes. Finally, secure

The routing primitives implemented by current struc- message forwarding ensures that at least one copy of a

tured p2p overlays provide a best-effort service to deimessage sent to a key reaches each correct replica root

liver a message to a replica root associated with a giveifor the key with high probability. Sections 3, 4 and 5

key. With malicious overlay nodes, the message may béescribe solutions to each of these problems.

dropped or corrupted, or it may be delivered to a mali-

cious node instead of a legitimate replica root. Therefore3  Secure nodeld assignment

these primitives cannot be used to construct secure appli-

cations. For example, when inserting an object, an appliThe performance and security of structured p2p over-

cation cannot ensure that the replicas are placed on lday networks depend on the fundamental assumption that



there is a uniform random distribution of nodelds thatkeys must be well known, and can be installed as part
cannot be controlled by an attacker. This section dis-of the node software itself, as is done with current Web
cusses what goes wrong when the attacker violates thisrowsers.

assumption, and how this problem can be addressed. The inclusion of an IP address in the certificate deserves

3.1 Attacks some explanation. Some p2p protocols, such as Tapestry

] and Pastry, measure the network delay between nodes
Attackers who can choose nodelds can compromise thgnd choose routing table entries that minimize delay. If
integrity of a structured p2p overlay, without needing to an attacker with multiple legitimate nodeld certificates
control a particularly large fraction of the nodes. For ex-could freely swap certificates among nodes it controls, it
ample, an attacker may partition a Pastry or Chord overmight be able to increase the fraction of attacker’'s nodes
lay if she controls two complete and disjoint neighborn a target node’s routing table. By binding the nodeld to
sets. Such attackers may also target particular victinyn |p address, it becomes harder for an attacker to move
nodes by carefully choosing nodelds. For example, they,gdelds across nodes. We allow multiple nodeld certifi-
may arrange for every entry in a victim’s routing table cates per IP address because the IP addresses of nodes

and neighbor set to point to a hostile node in a Chordmay change and because otherwise, attackers could deny
overlay. At that point, the victim's access to the overlay service by hijacking victim’s IP addresses.

network is completely mediated by the attacker. . o ] ]
A downside of binding nodelds to IP addresses is that, if

Attackers who can choose nodelds can also control acz node’s IP address changes, either as a result of dynamic
cess to target objects. The attacker can choose the closegidress assignment, host mobility, or organizational net-
nodelds to all replica keys for a particular target object.work changes, then the node’s old certificate and nodeld

could delete, corrupt, or deny access to the object. Eveg|iowed to change dynamically, nodeld swapping attacks
when attackers cannot choose nodelds, they may still bgay be unavoidable.

able to mount all the attacks above (and more) if they can

obtain a large number of legitimate nodelds easily. ThisCertified nodelds work well when nodes have fixed
is known as a Sybil attack [10]. nodelds, which is the case in Chord, Pastry, and Tapestry.

_ ) However, it might be harder to secure nodeld assign-
Previous approaches to nodeld assignment have epnent in CAN. CAN nodelds represent a zone im-a
ther assumed nodelds are chosen randomly by the neyimensional space that is split in half when a new node
node [5] or compute nodelds by hashing the IP addrespins [16]. Both the nodeld of the original node and the

of the node [20]. Neither approach is secure because aodeld of the joining node change during this process.
attacker has the opportunity either to choose nodelds that

are not necessarily random, or to choose an IP addre ;
that hashes to a desired interval in the nodeld space. Par-'z'l Sybil attacks

ticularly as IPv6 is deployed, even modest attackers wilky/pile nodeld assignment by a CA ensures that nodelds
have more potential IP addresses at their disposal thagre chosen randomly, it is also important to prevent an
there are likely to be nodes in a given p2p network. attacker from easily obtaining a large number of nodeld
3.2 Solution: certified nodelds certificates. Or_u? solutior_1 is to r_equire an attacker to pay

money for certificates, via credit card or any other suit-
One solution to securing the assignment of nodelds igble mechanism. With this solution, the cost of an attack
to delegate the problem to a central, trusted authoritygrows naturally with the size of the network. For exam-
We use a set of trusted certification authorities (CAs) tople, if nodeld certificates cost $20, controlling 10% of an
assign nodelds to principals and to sigodeld certifi-  overlay with 1,000 nodes costs $2,000 and the cost rises
cates which bind a random nodeld to the public key that to $2,000,000 with 1,000,000 nodes. The cost of targeted
speaks for its principal and an IP address. The CAs enattacks is even higher; it costs an expected $20,000 to ob-
sure that nodelds are chosen randomly from the id spacéain the closest nodeld to a particular point in the id space
and prevent nodes from forging nodelds. Furthermorein an overlay with 1,000 nodes. Apart from making at-
these certificates give the overlay a public key infras-tacks economically expensive, these fees can also fund
tructure, suitable for establishing encrypted and authenthe operation of the CAs.

ticated channels between nodes. Another solution is to bind nodelds to real-world iden-

Like conventional CAs, ours can be offline to reduce thetities instead of charging money. In practice, differ-
risk of exposing certificate signing keys. They are notent forms of CAs are suitable in different situations.
involved in the regular operation of the overlay. NodesThe identity-based CA is the preferred solution in “vir-
with valid nodeld certificates can join the overlay, routetual private” overlays run by an organization that al-
messages, and leave repeatedly without involvement afeady maintains employment or membership records
the CAs. As with any CA infrastructure, the CA's public with strong identity checks. In an open Internet deploy-



ment, a money-only CA may be more suitable becauseler to be able to use a given nodeld with an IP address.
it avoids the complexities of authenticating real-world We do this by requiring nodes to find a strimgsuch
identities. that SHA-1(SHA-1ipaddr,,nodeld hasp’ bits equal to
zero. Nodes would be required to present such for

effective when the overlay network is very small. For‘%he pair (iodeld,ipaddy to be accepted by others.

small overlay networks, we must require that all mem-Finally, it is possible to periodically invalidate nodelds

bers of the network are trusted not to cheat. Only wherby having some trusted entity broadcast to the overlay
a network reaches a critical mass, where it becomes sug message supplying a different initialization vector for
ficiently hard for an attacker to muster enough resourcethe hash computations. This makes it harder for an at-
to control a significant fraction of the overlay, should un- tacker to accumulate many nodelds over time and to

trusted nodes be allowed to join. reuse nodelds computed for one overlay in another over-
lay. However, it requires legitimate nodes to periodically
3.3 Rejected: distributed nodeld generation spend additional time and communication to maintain

their membership in the overlay.
The CAs represent points of failure, vulnerable to both
technical and legal attacks. Also, for some p2p net-4 Secure routing table maintenance
works, it may be cumbersome to require users to spend
money or prove their real-world identities. Therefore, We now turn our attention to the problem of secure rout-
it would be desirable to construct secure p2p overlaysng table maintenance. The routing table maintenance
without requiring centralized authorities, fees or iden-mechanisms are used to create routing tables and neigh-
tity checks. Unfortunately, fully decentralized nodeld bor sets for joining nodes, and to maintain them after cre-
assignment appears to have fundamental security limiation. Ideally, each routing table and neighbor set should
tations [10]. None of the methods we are aware of carhave an average fraction of onfyrandom entries that
ultimately prevent a determined attacker from acquiringpoint to nodes controlled by the attacker (called “bad en-
a large collection of nodelds. tries”). But attackers can increase the fraction of bad en-

H | techni be able to. at ._tries by supplying bad routing updates, which reduces the
OWEVer, Several lechniqueés may be able 1o, at a Miniyoh 4 hijity of routing successfully to replica roots.
mum, moderate theate at which an attacker can acquire

nodelds. One possible solution is to require prospectivé’reventing attackers from choosing nodelds is necessary
nodes to solve crypto puzzles [15] to gain the right toto avoid this problem but it is not sufficient as illustrated
use a nodeld, an approach that has been taken to addrd®sthe two attacks discussed next. We also discuss solu-
a number of denial of service attacks [13, 8]. Unfortu-tions to this problem.

nately, the cost of solving a crypto puzzle must be accept-

able to the slowest legitimate node, yet the puzzle musf-1  Attacks

be hard enoughto sufficiently slow down an attackerwnh.rhe first attack is aimed at routing algorithms that use

access to many fast machines. This conflict limits the ef'network roximity information to imobrove routing ef-
fectiveness of any such technique. P Y P 9

ficiency: attackers may fake proximity to increase the
For completeness, we briefly describe here one relativelfraction of bad routing table entries. For example, the
simple approach to generate certified nodelds in a comretwork model that we assumed allows an attacker to
pletely distributed fashion using crypto puzzles. The ideacontrol communication to and from faulty nodes that it
is to require new nodes to generate a key pair with thecontrols. When a correct node sends a probe to es-
property that the SHA-1 hash of the public key has thetimate delay to a faulty node with a certain nodeld, an
first p bits zero. The expected number of operations re-attacker can intercept the probe and have the faulty node
quired to generate such a key pair {5 Zhe properties closest top reply to it. If the attacker controls enough
of public-key cryptography allow the nodes to use a sefaulty nodes spread over the Internet, it can make nodes
cure hash of the public key as their nodeld. This hastthat it controls appear close to correct nodes to increase
should be computed using SHA-1 with a different ini- the probability that they are used for routing. The at-
tialization vector or MD5 to avoid reducing the number tack is harder when (the maximal fraction of colluding

of random bits in nodelds. Nodes can prove that theynodes) is small even if is large.

performed the required amount of work to use a nodel
without revealing information that would allow others to
reuse their work. The value gfcan be set to achieve the
desired level of security.

dThis attack can be ruled out by a more restrictive com-
munication model, since nodeld certificates bind IP ad-
dresses to nodelds (see Section 3.2). For example, if
faulty nodes can only observe messages that are sent to
It is also possible to bind IP addresses with nodelds tdheir own IP address [19], this attack is prevented. But
avoid attacks on overlays that exploit network locality. note that a rogue ISP or corporation with several offices
The idea is to require nodes to consume resources in oaround the world could easily perform this attack by con-



figuring their routers appropriately. The attack is alsoused only when the efficient routing technique fails. We
possible if there is any other form of indirection that the use the test in Section 5.2 to detect when routing fails.

attacker can control, e.g., mobile IPv6. We modified Pastry to use this solution. We use the nor-

The second attack does not manipulate proximity infor-mal locality-aware Pastry routing table and an additional
mation. Instead, it exploits the fact that it is hard to de-constrainedPastry routing table. In the locality-aware
termine whether routing updates are legitimate in overlayouting table of a node with identifiér the slot at level
protocols like Tapestry and Pastry. Nodes receive routing and domaind can contain any nodeld that shares the
updates when they join the overlay and when other nodefirst | digits withi and has the valué in thel + 1st digit.
join, and they fetch routing table rows from other nodeslin the constrained routing table, the entry is further con-
in their routing table periodically to patch holes and re-strained to point to the closest nodeld to a pgirh the
duce hop delays. In these systems, attackers can modomain. We defing as follows: it shares the firbdigits
easily supply routing updates that always point to faultywith i, it has the valuel in thel + 1st digit, and it has the
nodes. This simple attack causes the fraction of bad routsame remaining digits as

ing table entries to increase toward one as the bad routingastr 's message forwardina works with the constrained
updates are propagated. More precisely, routing uIOOlater%)utiny table Wi'?hout modific%tions The same would be
from correct nodes point to a faulty node with probabilityt gth T trv. But the al 't.h o initiali d
at leastf whereas this probability can be as high as one € With fapestry. but the algorithms 1o initialize an
for routing updates from faulty nodes. Correct nodes renaintain the routing table were modified as follows.
ceive updates from other correct nodes with probabilityAll overlay routing algorithms rely on hootstrap node

at most 1- f and from faulty nodes with probability at to initialize the routing state of a newly joining node. The
leastf. Therefore, the probability that a routing table en- bootstrap node is responsible for routing a message using
try is faulty after an update is atlegdt— f) x f+ f x1,  the nodeld of the joining node as the key. If the bootstrap
which is greater thari. This effect cascades with each node is faulty, it can completely corrupt the view of the
subsequent update, causing the fraction of faulty entriesverlay network as seen by the new node. Therefore, it
to tend towards one. is necessary to use a set of diverse bootstrap nodes large

Systems without strong constraints on the set of nodeldgnoljgh to ensure that with very high probability, at least
one of them is correct. The use of nodeld certificates

that can fill each routing table slot are more vulnerable to kes the task of choosi h i ier b th
this attack. Pastry and Tapestry impose very weak con_1axes e task ol choosing such a set easier because the
straints at the top levels of routing tables. This flexikilit attacker cannot forge nodelds.

makes it hard to determine if routing updates are unbi-A newly joining noden, picks a set of bootstrap nodes
ased but it allows these systems to effectively exploit netand asks all of them to route using its nodeld as the key.
work proximity to improve routing performance. CAN Then, non-faulty bootstrap nodes use secure forwarding
and Chord impose strong constraints on nodelds in routtechniques (described in Section 5.2) to obtain the neigh-
ing table entries: they need to be the closest nodelds tbor set for the joining node. Nodecollects the proposed
some point in the id space. This makes it hard to exneighbor sets from each of the bootstrap nodes, and picks
ploit network proximity to improve performance butitis the “closest” live nodelds from each proposed set to be
good for security; if attackers cannot choose the nodeld#s neighbor set (where the definition of closest is proto-
they control, the probability that an attacker controls thecol specific).

nodeld closest to a point in the id spacd is . . o
P P The locality-aware routing table is initialized as before

4.2 Solution: constrained routing table by collecting rows from the nodes along the route to the

nodeld. The difference is that there are several routes;
To enable secure routing table maintenance, it is imporpicks the entry with minimal network delay from the set
tant to impose strong constraints on the set of nodeldsf candidates it receives for each routing table slot.

that can fill each slot in a routing table. For example, . . . -
. . ach entry in the constrained routing table can be initial-
the entry in each slot can be constrained to be the closelsEt d . X :
- ; ; —Jzed by using secure forwarding to obtain the live nodeld
nodeld to some point in the id space as in Chord. This . - : S
. o I closest to the desired poimtin the id space. This is
constraint can be verified and it is independent of net-_. "~ ; ' ; .
S . . : similar to what is done in Chord. The problem is that it
work proximity information, which can be manipulated : . . :
b is quite expensive witlh > 1 (recall thatb controls the
y attackers. : .
number of columns in the routing table of Tapestry and
The solution that we propose uses two routing tablesPastry). To reduce the overhead, we can take advantage
one that exploits network proximity information for ef- of the fact that, by induction, the constrained routing ta-
ficient routing (as in Pastry and Tapestry), and one thables of the nodes in's neighbor set point to entries that
constrains routing table entries (as in Chord). In normalare close to the desired poipt Thereforen can collect
operation, the first routing table is used to forward mes+outing tables from the nodes in its neighbor set and use

sages to achieve good performance. The second one tisem to initialize its constrained routing table. From the



set of candidates that it receives for each entry, it picks 5 0o ]

the nodeld that is closest to the desired point for that en- £ 08 \ —N=1000

try. As a side effect of this processjnforms the nodes 2 ., N - - 'N=10000 ||
L . . . S WU ——N=100000
in its neighbor set of its arrival. 7 06 —— « - N=1000000H
We exploit the symmetry in the constrained routing table 08; gi | .

to inform nodes that need to update their routing tables @ 5 |

to reflectn’s arrival: n checks its neighbor set and the set 2 o2 =

of candidates for each entry to determine which candi- £ o.1 T
dates should update routing table entries to poimt tt 0 w ‘ ‘ ‘
informs those candidates of its arrival. 0 0.1 0.2 03 04 05

percentage of nodes compromised

To ensure neighbor set stabilization in the absence of new
joins and leaves) informs the members of its neighbor
set whenever it changes and it periodically retransmits
this information until its receipt is acknowledged.

Figure 3: Probability of routing to a correct replica.

ent values off, N, andb = 4. The probability drops
5 Secure message forwarding quite fast whenf or N increase. Even with only 10%
of the nodes compromised, the probability of successful
The use of certified nodelds and secure routing tablgouting is only 65% when there are 100,000 nodes in a
maintenance ensure that each constrained routing tabRastry overlay.
(and neighbor set) has an average fraction of dnigin- I
dom entries that point to nodes controlled by the attac:kerI n CAN, Pastry, and Tapestry, applications can reduce

) : . : . the number of hops by increasing the valuedobr b.
But routing with the constrained routing table is not suf- Fewer hops increase the probability of routing correctly.

ficient because_z the attac.ker can reduce th_e probability 0Igor example, the probability of successful delivery with
successful delivery by simply not forwarding messages; _ 0.1 and 1’00 000 nodes is 65% in Pastry when 4

accordl_ng to the algorlth_m. The attz_;\ck IS _effectlve CVeNand 75% wheib = 6. But increasingp also increases the
whenf is small, as we will show. This section describes

. ) . cost of routing table maintenance; a high probability of
an efficient solution to this problem. routing success requires an impractically large value of
5.1 Attacks b. Chord curlrgntly uses a fixea= 1, which re_s_,ult_s in

a low probability of success, e.g., the probability is only
All structured p2p overlays provide a primitive to send a42% under the same conditions.
message to a key. In the absence of faults, the message is
delivered to the root node for the key after an average o§ 2  Solution: detect faults, use diverse routes
h routing hops. But routing may fail if any of the— 1
nodes along the route between the sender and the root ar®e results in Figure 3 show that it is important to devise
faulty; faulty nodes may simply drop the message, routemechanisms to route securely. We waiseaure routing
the message to the wrong place, or pretend to be the keyjsrimitive that takes a message and a destination key and
root. Therefore, the probability of routing successfully ensures that with very high probability at least one copy
between two correct nodes when a fractfoof the nodes  of the message reaches each correct replica root for the
is faulty is only: (1— f)""%, which is independent af. key. The question is how to do this efficiently.

The root node for a key may itself be faulty. As discussedour approach is to route a message efficiently and to ap-
before, applications can tolerate root faults by replicat-ply afailure testto determine if routing worked. We only
ing the information associated with the key on severalyse more expensivedundantrouting when the failure
nodes — thereplica roots Therefore, the probability test returns positive. In more detail, our secure rout-
of routing successfully to a correct replica root is only: ing primitive routes a message efficiently to the root of
o = (1 f)". The value oh depends on'the overlay: itis the destination key using the locality-aware routing ta-
(d/4)(N1/d) in CAN, logz(N)/2 in Chord, andog,s(N) ble. Then, it collects the prospective set of replica roots
in Pastry and Tapestry. from the prospective root node and applies tagure

We ran simulations of Pastry to validate this model. Thet(aSt to the set. If the test is negative, the prospective

model predicts a probability of success slightly IOWerrepllca roots are accepted as the correct ones. If it is pos-

than the probability that we observed in the simulationsitive’ message copies are sent over diverse routes toward

(because the number of Pastry hops is slightly less thaH]e various replica roots such that with high probability
log,(N) on average [3]) but the error was below 2% _each corregt replica root is rgached. We start by describ-
2 " ing how to implement the failure test. Then we explain

Figure 3 plots the probability of routing to a correct redundant routing and why we rejected an alternate ap-
replica in Pastry (computed using the model) for differ- proach called iterative routing.



5.2.1 Routing failure test prospective root neighbor set is correct, or it can return a
) _ false negativavhen the prospective set is incorrect. We

The failure test takes a key and a set of prospective|| the probability of false positives and the proba-

replica roots for the key. It returns negative if the SEtbiIity of false negative$. The parametey controls the

of roots is likely to be correct for the key. Otherwise, it r5de off betweem and B. Intuitively, increasingy de-
returns positive. Of course, routing can fail without the ~raaseq but it also increaseB. '

sender ever receiving a set of prospective replica roots. . _ . _
The sender detects this by starting a timer when it sendéssuming that there arfé live nodes with nodelds uni-
a message. If it does not receive a response before tHermly distributed over the id space (which has length

timer expires, the failure test returns positive trigggrin D = 2'%9), the distances between consecutive nodelds
the use of redundant routing. are approximately independent exponential random vari-

. . . e ... ables with mead /N for largeN. The same holds for the
Detecting routing failures is difficult because a coalition yistances between consecutive nodelds of faulty nodes
of faulty nodes can pretend to be the legitimate replicanat can collude together but the mearDig(c x N). It
roots for a given key. Since the replica roots are deqg interesting to note that andp are independent of.
termined by the structure of the overlay, a node whosel-hey only depend on the upper boundon the fraction

nodeld is far from the key must rely on overlay routing ¢ co|juding nodes because faulty nodes only know the
to determine the correct set of replica roots. But if a meSigentities of faulty nodes that they collude with.

sage is routed by a faulty node, the adversary can fabri-
cate a credible route and replica root set that contain on&J
nodes it controls. Furthermore, it might be the case thaF,lX
the adversary just happens to legitimately control one o
the actual replica roots. This problem is common to all alnky) — n"kken—k /°° un-ten(u-1) /°° Vk-lgkv-1)
structured p2p overlay protocols. U n=Dik—=r o (n—1)! S (k—1)!

nder these assumptions, we have derived the following
pressions to computeandf (see detailed derivation
the Appendix):

dvdu

The routing failure test is based on the observation that
the average density of nodelds per unit of “volume” in 1
the id space is greater than the average density of faulty B(nky.c) =alkon, 7o)

nodelds. The test works by comparing the density of )
nodelds in the neighbor set of the sender with the den-These expressions can be used to compuaed nu-
sity of nodelds close to the replica roots of the destina-mer'ca”y' We also com.puted the following closed-form
tion key. We describe the test in detail only in the contextPPer bounds fort andp:

of Pastry to simplify the presentation; the generalization
to other overlays is straightforward. Overlays that dis-
tribute replica keys for a key uniformly over the id space
can still use this check by comparing the density at the

sender with the average distance between each replica

key and its root's nodeld. wheren is the number of distance samples used to com-

In Pastry, the set of replica roots for a key is a subset oputeplp, kis the number of distance samples used to com-
the neighbor set of the key’s root node, called the key’sputepin, andr = n/k. The test above used=k =1.

root neigbor setEach correct nodp computes the aver-
age numerical distancgy, between consecutive nodelds
in its neighbor set. The neighbor setptontaind + 1
live nodes: p, thel/2 nodes with the closest nodelds
less tharp’s, and thd /2 nodes with the closest nodelds
greater tharp's. To test a prospective root neighbor set
rn =ido,...,id| 1, for a keyx, p checks that:

(1gexp{fkkr+lﬂog?$%——mgﬂ}

rriylc + log(VC)] }

Bgexp{fkkr+1ﬂog

The analysis shows that and 3 are independent dfl
(providedk <« N), and that the test’'s accuracy can be
improved by increasing the number of distance samples
used to compute the means. It is easy to increase the
number of samplea used to computgy, by augment-
'ing the mechanism that is already in place to stabilize
neighbor sets. This mechanism propagates nodelds that
) ) » are added and removed from a neighbor set to the other
1. all nodelds irrn have a valid nodeld certificate, the members of the set; it can be extended to propagate
closest nodeld to the key is the middle one, and the,gqelds further but we omit the details due to lack of
nodelds satisfy the definition of a neighborset  gpace. It is hard to increase the number of samples used
to computgy, because of some attacks that we describe

2. the average numerical distangg,, between con-
g e below. Therefore, we kedp=1.

secutive nodelds im satisfiesjm < pp x Y
We ran several simulations to evaluate the effectiveness
If rn satisfies both conditions, the test returns negativeof our routing failure test. The simulations ran in a sys-
otherwise, it returns positive. The test can be inaccuratéem with 100,000 random nodelds. Figure 4 plots values
in one of two ways: it can returnfalse positivavhenthe  of a andf for different values ofy with f = c = 0.3, the
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Figure 5: Routing failure test: minimum error probabil-

Figure 4: Routing failure test: probability of false pos- T 9% , )
itives (a) and negativesf). The predicted curves are ity without nodeld suppression attacks and varying num-
ber of samples.

almost indistinguishable from the simulation measure-
ments but the upper bounds are not tight.

parison immediately. For a sufficiently large timeout,
this happens with probability = binom(0;k, f), where
binomis the binomial distribution [6] an# is the num-
Jdoer of root neighbors. With faulty nodes in the prospec-
gve root neighbor set, the routing failure test may re-
uire more communication before the density check can
e run. We are still studying the best strategy to deal with
this case. Currently, we consider the test failed when the
prospective root neighbors don’t agree and use redundant
routing. But, it may be worthwhile investing some addi-
tional communication before reverting to redundant rout-

Attacks: There are several attacks that could invalidate "

the analysis and weaken our routing failure test. First, thén addition to these attacks, there in@deld suppression
attacker can collect nodeld certificates of nodes that havattackthat seems to be unavoidable and significantly de-
left the overlay, and use them to increase the density ofreases the accuracy of this test. The attacker can sup-
a prospective root neighbor set. Second, the attacker cgoress nodelds close to the sender by leaving the over-
include both nodelds of nodes it controls and nodelds ofay, which increasef. Similarly, the attacker can sup-
correct nodes in a prospective root neighbor set. Botlpress nodelds in the root neighbor set, which increases
attacks can reduce the probability that messages reach Furthermore, the attacker can alternate between the
all correct replica roots. The second attack is harder tdwo modes and honest nodes have no way of detecting in
counter in overlays that distribute replica keys over the idwhich mode they are operating.

space because replica roots have no detailed knowled
about the nodelds close to other replica keys.

number of samples at the sendemis 256, and the num-
ber of root neighbors k=1 = 32. The figure shows pre-
dicted values computed numerically, the upper bound
and values measured in the simulations. The predicte
curves match the measured curves almost exactly but t
upper bounds are not very tight. The minimum error
is obtained whem = 3, which is equal to @008 with
y=1.72in this case.

e ran simulations to compute the minimum error prob-
ability (o = ) with and without nodeld suppression at-
These attacks can be avoided by having the sender cotacks for different values of = f. The probability of
tact all the prospective root neighbors to determine iferror increases fast withand it is higher than 001 for
they are live and if they have a nodeld certificate thatc> 0.35 even with 256 samples at the sender. The nodeld
was omitted from the prospective root neighbor set. Tosuppression attack increases the minimum probability of
implement this efficiently, the prospective root returns toerror for large percentages of compromised nodes, e.g.,
the sender a message with the list of nodeld certificateghe probability of error is higher than 0.001 fog> 0.2

a list with the secure hashes of the neighbor sets reportegven with 256 samples at the sender. Figures 5 and 6
by each of the prospective root neighbors, and the set adhow the results without and with nodeld suppression at-
nodelds (not in the prospective root neighbor set) that aréacks, respectively.

used to compute the hashes in this list. The SenderChedﬁwese results indicate that our routing failure test is not
that the hashes are consistent with the identifiers of the 9

prospective root neighbors. Then, it sends each prospe(\,(-ery accurate. But, fortunately we can trade off an in-

tive root neigbor the corresponding neighbor set hash fop! Case It to e_lchleve atargt ?‘.”d use red“”d?‘”t rout-
ing to disambiguate false positives. We ran simulations

confirmation. to determine the minimura that can be achieved for a
In the absence of faults, the root neighbors will confirmtargetp = 0.001 with different values of = f, and dif-
the hashes and the sender can perform the density corferent numbers of samples at the sender. Figure 7 shows



0.1

CAN and Tapestry). But it is not sufficient in overlays

]
8:2: | I’ that choose replica roots in the neighbor set of the key's
@ 0071 ! root (e.g., Chord and Pastry) because the routes all con-
2 o006 ] ,’ —32 verge on the key's root, which might be faulty. For these
s 005 /7 e overlays, we developed a technique caltezighbor set
5 oo /l ;22 anycasthat sends copies of the message toward the des-
< 0.03 / S - . , .
0.02 J tination key until they reach a node with the key’s root in
0.01 4 /. its neighbor set. Then it uses the detailed knowledge that
0+ ; =Lf ; ; such a node has about the portion of the id space around
0 10 20 30 40 50 the destination key to ensure that all correct replica roots
percentage of nodes compromised receive a copy of the message.

Figure 6: Routing failure test: minimum error probabil- To simplify the presentation, we only describe in detail
ity with nodeld suppression attacks and varying numbehow redundant routing works in Pastry. If a correct node
of samples. p sends a message to a destinationkeyd the routing

failure test is positive, it does the following:
1

09 | (1) p sendsr messages to the destination key Each
8 os message is forwarded via a different member pf
.C“i 07 — neighbor set; this causes the messages to use diverse
g 06 —-64 [ | routes. All messages are forwarded using the constrained
£ 82 il routing table and they include a nonce.
; 037 (2) Any correct node that receives one of the messages
= gi | and has(s root in its neighbor set returns its nodeld cer-

o ‘ : ‘ ‘ tificate and the nonce, signed with its private keypto

0 10 20 30 40 50

(3) p collects in a set thel/2+ 1 nodeld certificates
numerically closest ta on the left, and th&/2+ 1 clos-
Figure 7: Routing failure test: probability of false posi- €St tox on the right. Only certificates with valid signed
tives for a false negative rate of 0.001 with nodeld sup-"°nces are added 16 and they are first markeqzending
pression attacks and varying number of samples. (4) After a timeout or after alt replies are receivedy
sends a list with the nodelds g to each node marked
pendingin A4’ and marks the nodetone

percentage of nodes compromised

the results with nodeld suppression attacks. ) o
(5) Any correct node that receives this list forwarnls

The results show that the test is not meaningful for thispriginal message to the nodes in its neighbor set that are
targety andc > 0.3 with nodeld suppression attacks. not in the list, or it sends a confirmation mif there

However, setting = 1.23 with 256 samples at the sender are no such nodes. This may cause steps 2 to 4 to be
enables the routing failure test to achieve the tafet  repeated.

¢ < 0.3. For this value ofy and withc = 0.3, nodeld ) ) )

suppression attacks can increasto 0.77. But without  (6) Oncep has received a confirmation from each of the
nodeld suppression attacks the valuends only 0.12, hodes ina, or step 4 was executed three times, it com-
i.e., redundant routing is required 12% of the time. putes the set of replica roots fefrom (.

If the timeout is sufficiently large and correct nodes have
another correct node in each half of their neighbot,set

The redundant routing technique is invoked when thethe probability of reaching all correct replica rootsxaé

routing failure test is positive. The idea is simply to route approximately equal to the probability that at least one of

copies of the message over multiple routes toward eacweltarlycast mestsag((jas |§t1;10tr;/]va|r(deq ovetr a .rtOUte.Wr']tg no
of the destination key’s replica roots. If enough copies of al: SA oa cprre_cdno € g" t € t ey ?hr_oo mtlm Sbr.ﬁ'g. ) or
the message are sent along diverse routes to each repliés - AssUMIng independent routes, this probablity 1s-
key, all correct replica roots will receive at least one copy . . 1+log,pN

o - — ,(1— 2
of the message with high probability. 1= binom(O;r, (1~ 1) )

The issue is how to ensure that routes are diverse. On@herebinomis the binomial distribution [6] with 0 suc-
approach is to ask the members of the sender’s neighb&essful routeg, trials, and the probability of routing suc-
set to forward the copies of the message to the replicgessfully in each trial i§1 — f)**'°%N. The +1 counts
keys. This technique is sufficient in overlays that dis-  11ne neighbor set sizeshould be chosen to ensure this with high
tribute the replica keys uniformly over the id space (e.g. probability

5.2.2 Redundant routing




the extra hop for messages routed through a neighbor s@he cost of the routing failure test when it returns nega-
member. The probability of success for this techniquetive is an extra round-trip delay ant-2 1 messages. The
depends orf and is independent af total number of bytes in all messages is:

We also ran simulations to determine the probability of | x (1dSize+ 2HashSizg+ (I + 1) x IdCertSizet (2| + 1) x HdrSize
reaching all correct replica roots with our redundant rout-

ing technique. Figure 8 plots the predicted probabil-Using PSS-R [1] for signing nodeld certificates with
ity and the probability measured in the simulator for 1024-bit modulus and 512-bit modulus for the node pub-
100,000 nodesh = 4, andl =r = 32. The analytic |ic keys, the nodeld certificate size is 128B. Therefore,
model matches the results well for high success probathe extra bandwidth consumed by the routing failure test
bilities. The results show that the probability of successs approximately 5.6 KB witH = 32 and 2.9 KB with

is greater than 0.999 fof < 0.3. Therefore, this tech- | = 16 (plus the space used up by message headers).
nique combined with our routing failure test can achievewhen the test returns positive, it adds the same number
a reliability of approximately 0.999 fof < 0.3. of messages and bytes but the extra delay is the timeout
period.
1
Cg” 0.999 - The cost of redundant routing depends on the valuke of
3 0998+ The best case occurs when all of the root’s neighbor set
5 09971 is added tax¢ in the first iteration. In this case, redun-
2 8:22 : —measured | | dant routing adds logN + 3 extra message delays and
S 0.094 | ; -7 -predicted | x (logyn N+ 3) messages. The total number of bytes in
£ 0,993 : these messages is:
- 0.992 - N
‘g 0.991 \ | x (I x IdSize+ IdCertSize+ SigSizg + | x (logy N + 3) x HdrSize
0.99 T . T T T
0 20 40 60 80 100 Using PSS-R for signing nonces, the signed nonce size
percentage of nodes compromised is 64B. Therefore, the extra bandwidth consumed in this

case is 22 KB with = 32 and 7 KB withl = 16 (plus the

Figure 8: Model and simulation results for the probabil-
space used up by message headers).

ity of reaching all correct replica roots using redundant
routing with neighbor set anycast. Under attack redundant routing adds a delay of at most
three timeout periods and the expected number of extra
We studied several versions of redundant routing thatmessages is less thar (log, N+2) + (I —g) x (3+9),
achieve the same probability of success but perform difwhereg =1 x (1— f)"’gzb'\“rl is the expected number of
ferently. For example, the signed nonces are used toorrect nodes in the root’s neighbor set that is added to
ensure that the nodeld certificatesAf belong to live  inthe firstiteration. The expected number of messages is
nodes. But nodes can avoid signing nonces by periless than 451 with= 32 andf = 0.25 and less than 188
odically signing their clock reading in a system with with | = 16 andf = 0.18. The total number of bytes sent
loosely synchronized clocks, and no signatures are neainder attack is similar to the best case value except that
essary if the attacker cannot forge IP source addressethe sender sends an additioh@dl— g) x IdSize bytes in
We are still exploring the design space. For example, ihodeld lists and the number of messages increases. This
should be possible to improve performance significantlyis an additional 12 KB with = 32 andf = 0.25 and
by sending the anycast messages one at a time and usKB with | = 16 andf = 0.18 (plus the space used up
ing a version of the routing failure test after each one.by message headers).
This approach would also work well when reading self-

certifying data, The probability of avoiding redundant routing is given

by o x T x (1— a), whereo is the probability that the
5.2.3 Putting it all together: performance overlay routes the message to the correct replica mot,

is the probability that there are no faulty nodes in the
The performance of Pastry’s secure routing primitive de-neighbor set of the root, ardis the false positive rate of
pends on the cost of the routing failure test, the cost othe routing failure test. We use= (1— f)'ogsz, which
redundant routing, and on the probability that redundanassumes that routing tables have an averagerahdom
routing can be avoided. This section presents an analysisad entries. This assumption holds for the locality-aware
of these costs and probability. For simplicity, we assumerouting table in the absence of the attacks discussed in
that all faulty nodes can collude & f), the number of Section 4 and it holds for the constrained routing table
probes used by redundantrouting is equal to the neighbaven with these attacks. We do not have a good model of
set size ( = 1), the number of samples at the source forthe effect of these attacks on the locality aware routing
routing failure tests is = 256, and the number of nodes table but we believe that they are very hard to mount for
in the overlay iN = 100 000. small values off (< 0.1).
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teststo check whether the next hop in a route is correct.

(=) .

£ 09\,

3 08 \ N Hop tests are effective in systems like Chord or Pastry

= g; N\ - - -scenario 1 with the constrainedoutilng table because each routin_g.

2 05 \ L — scenario 2 table entry should contain the nodeld closest to a specific

3 04 - point p in the id space. One can use a mechanism iden-

S 03 AR tical to the nodeld density checking that we used for the

;. 0.2 1 el . routing failure test. The only difference is that the av-

S 014 T erage distance between consecutive nodelds close to the
0 ‘ ‘ ‘ ‘ sender is compared to the distance between the nodeld
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in the routing table entry and the desired pgmnt We
ran simulations to compute the false positive and false

Figure 9: Probability of avoiding redundant routing in Negative rates for this approach with different values of
two scenarios: (1f < 0.18 = ¥ > 0.999 withy = 1.8 (these rates are independentdf For example, the min-

andl = 16, and (2)f <0.25=> ¥ > 0.999 withy= 1.5 Imum error for this hop test(=P) is equal to approx-
andl = 32. - - imately 0.35 withc = 0.3 and 256 samples to compute

the mean at the sender.

percentage of nodes compromised

The error is high because there is a single sample at the
-srir:g dpsgglﬂﬁtﬁgvg?uhinogi EZ (Seit rgisseedd (;2 :Ez dreo- destination hop. However, our simulations indicate that
y ! P P k?terative lookups using Pastry’s constrained routingdabl

ability X that all correct replica roots receive a copy of : : e .
the message. The overlay size and the assignment of va\i\!Ith this hop check improve the probability of routing

ues to the parameters implicitly define a boundforif successfully. For example, the probability of routing suc-

this bound is exceeded, will drop. For example, we cessfully withc = 0.3, N = 100,000,b =4, | =32, and
saw thatf < 0.3 = > > 0,999 withy = 1.23 and = 32. 256 samples to compute the mean at the sender, improves

= ) ._from below 0.3 to 0.4. But it adds an extra 2.7 hops to
But redundant routing is invoked 12% of the time for this each route on average because of false positives,
value ofy even with no faults.

We tried to increase the number of samples by having
Ythe sender fetch an entire routing table row during each
iterative routing step without revealing the index of the

grequired slot. Unfortunately, this performs worse than
obtaining a single sample because the attacker can com-
bine good and bad routing table entries to obtain a high
average density.

One can trade off security for improved performance b
increasingy to reducea, and by decreasingto reduce
the cost of the routing failure test and redundant routin
and to increase. For example, consider the following
two scenarios: (1) < 0.18= 2 > 0.999 withy= 1.8
andl = 16, and (2)f <0.25= % > 0.999 withy= 1.58
andl = 32. Figure 9 plots the probability of avoiding re-
dundant routing in these two scenarios for different val-We also tried to combine checked iterative routing with
ues of f. Without faults, redundant routing is invoked the redundant routing technique that we described be-
only 0.5% of the time in scenario (1) and 0.4% in (2). fore. We used checked iterative routing for the neigh-
In the common case when the fraction of faulty nodes ishor set anycast messages in the hope that the improved
small, the routing failure test improves performance sig-success probability for the iterative routes would result

nificantly by avoiding the cost of redundant routing. in an improvement over redundant routing with recur-
) ) ) ] sive routes. But there was no visible improvement, most
5.2.4 Rejected: checked iterative routing likely because the iterative routes are less independent

than the recursive routes. We conclude that the routing
failure test combined with redundant routing is the most
¥ffective solution for implementing secure routing.

An alternative to redundant routing is iterative routing,
as suggested in Sit and Morris [19]: the sender starts b
looking up the next hop in its routing table and setting
a variablen to point to this node; then, the sender asks
n for the next hop and updatego point to the returned 6  Self-certifying data
value. The process is repeated until this value is the root
of the destination key. The secure routing primitive adds significant overhead
Iterative routing doubles the cost relative to the more traover conventional routing. In this section, we descrl_be
g ; i : . how the use of secure routing can be minimized by using
ditional recursive solution but it may increase the proba- o
- : . self-certifying data
bility of routing successfully because it allows the sender
to pick an alternative next hop when it fails to receive anThe reliance on secure routing can be reduced by stor-
entry from a node. This is not a strong defense against amg self-certifying data in the overlay, i.e., data whose
attacker who can provide a faulty node as the next hopintegrity can be verified by the client. This allows clients

However, iterative routing can be augmented wittp  to use efficient routing to request a copy of an object.



If a client receives a copy of the object, it can checklf this operation is performed by a quorum of replica
its integrity and resort to secure routing only when theholders before the bound on the number of faulty group
integrity check fails or there was no response within amembers is exceeded [4], old replica holders that fail
timeout period. will not be able to collude to pretend they are the current
p.group because they cannot form the quorum necessary to

Self-certifying data does not help when inserting new o Suthenticate themselves to a client.

jects in the overlay or when verifying that an object is not

stored in the overlay. In these cases, we use the secufeéroup descriptors can be authenticated by following a
routing primitive to ensure that all correct replica roots signature chain that starts with an owner signature and
are reached. Similarly, node joining requires secure routhas signatures of a quorum of replicas for each subse-
ing. Nevertheless, self-certifying data can eliminate thequent membership change. The chain can be shortened
overhead of secure routing in common cases. by a new signature from the owner or, alternatively, repli-

Self-certifying data has been used in several systems. F?:rae Zc(j:?cr:rljcieair;]riggcstil\éi:tlgrneas:[ure sharing [12] to avoid the

example, CFS [7] uses a cryptographic hash of a file’s
contents as the key during insertion and lookup of the
file, and PAST [18] inserts signed files into the overlay. / Related work

The technique can be extended to support mutable olSit and Morris [19] present a framework for perform-
jects with strong consistency guarantees. One can useiag security analyses of p2p networks. Their adversarial
system like PAST to store self-certifyirggoup descrip- model allows for nodes to generate packets with arbi-
torsthat identify the set of hosts responsible for replicat-trary contents, but assumes that nodes cannot intercept
ing the object. Group descriptors can be used as followsarbitrary traffic. They then present a taxonomy of pos-
At object creation time, the owner of the object uses sesible attacks. At the routing layer, they identify node
cure routing to insert a group descriptor into the over-lookup, routing table maintenance, and network parti-
lay under a key that identifies the object. The descriptotioning / virtualization as security risks. They also dis-
contains the public keys and IP addresses of the object'suss issues in higher-level protocols, such as file storage,
replica holders and it is signed by the owner. where nodes may not necessarily maintain the necessary
The replica group can run a Byzantine-fauIt-tolerantinvariam.s" such as storage (eplication.. Finally, thgy dis
replication algorithm like BET [4] and the initial group cuss ve_mogs_c!asses of de_nlal—of—serwce attacks, m(_:lud
ing rapidly joining and leaving the network, or arranging

membership IS the_ set of replica roots asso_mated wit or other nodes to send bulk volumes of data to overload
the key. In this setting, read and write operations can be

- . - . a victim’s network connection (i.e., distributed denial of

performed as follows: the client uses efficient routing to :
. . service attacks).

retrieve a group descriptor from the overlay and checks
the descriptor’s signature; if correct, it uses the informa Dingledineet al. [9] and Douceur [10] discuss address
tion in the descriptor to authenticate the replica holderspoofing attacks. With a large number of potentially ma-
and to invoke a replicated operation. If the client fails licious nodes in the system and without a trusted central
to retrieve a valid descriptor or if it fails to authenticate authority to certify node identities, it becomes very dif-
the replica holders, it uses the secure routing primitive tcficult to know whether you can trust the claimed identity
obtain a correct group descriptor or to assert that the obef somebody to whom you have never before commu-
ject does not exist. This procedure provides strong connicated. Dingledine proposes to address this with vari-
sistency guarantees (linearizability [11]) for reads andous schemes, including the use of micro-cash, that allow
writes while avoiding the routing failure test in the com- nodes to build upeputations

mon case. Bellovin [2] identifies a number of issues with Napster

Changing the membership of the group that is responand Gnutella. He discusses how difficult it might be to
sible for replicating an object is not trivial; it requires limit Napster and Gnutella use via firewalls, and how
securely inserting a new group descriptor in the overlaythey can leak information that users might consider pri-
and ensuring that clients can reliably detect stale groupate, such as the search queries they issue to the network.
descriptors. The following technique allows groups toBellovin also expresses concern over Gnutella’s “push”
change membership while retaining strong consistencyeature, intended to work around firewalls, which might
guarantees. Each group of hosts that stores replicas &fe useful for distributed denial of service attacks. He
a given object maintains a private/public key pair as-considers Napster's centralized architecture to be more
sociated with the group. When the group membershisecure against such attacks, although it requires all users
changes, each host in the new membership generatest@trust the central server.

new key pair for the group, the hosts in the old mem-
bership use their old keys to sign a new group descripto

F is worthwhile mentioning a very elegant alternative so-
containing the new keys, and then delete the old keys.

ution for secure routing table maintenance and forward-
ing that we rejected. This solution replaces each node



by a group of diverse replicas as suggested by Lyegtch anonymous referees for their helpful comments. We also
al. [14]. The replicas are coordinated using a state mawish to thank Adam Stubblefield for many discussions
chine replication algorithm like BFT [4] that can tolerate on the nodeld assignment problem. This work was sup-
Byzantine faults. BFT can replicate arbitrary state ma-ported in part by grants from Texas ATP (003604-0079-
chines and, therefore, it can replicate Pastry’s routing ta2001) and NSF (CCR-9985332).

ble maintenance and forwarding protocols. Additionally,

the algorithm in [14] provides strong consistency guar-References

antees for overlay routing and maintenance. "
However, there are two disadvantages: the solution is ex-
pensive even without faults, and it is less resilient than
the solution that we propose. Each routing step is expen-
sive because it requires an agreement protocol betweet’
the replicas. Since the replicas should be geographically
dispersed to reduce the probability of correlated faults, 3
agreement latency will be high. Additionally, each group

of replicas must have less thai3lof its nodes faulty.

This bound on the number of faulty replicas per group re-

sults in a relatively low probability of successful routing  [4]
The probability that a replica group withreplicas is cor-

rect when a fractiorf of the nodes in the Pastry overlay

is compromised iiii/osJ binom(i;r, f), wherebinomde-  [s5]

notes the binomial distribution withsuccesses, trials,

and probability of succest For example, the probabil-

ity that a replica group is correct with 20% of the nodes
compromised and 32 replicas is less than 93%. In this eX-(g]
ample, the probability of routing correctly with 100,000
nodes in the overlay is only 72%.

[7]
8 Conclusions

Structured peer-to-peer overlay networks have previ- (8]
ously assumed a fail-stop model for nodes; any node ac-
cessible in the network was assumed to correctly follow g
the protocol. However, if nodes are malicious and con-
spire with each other, it is possible for a small number

of nodes to compromise the overlay and the applications
built upon it. This paper has presented the design ané0l
analysis of techniques for secure node joining, routing
table maintenance, and message forwarding in structur (f
p2p overlays. These techniques provide secure routinz
which can be combined with existing techniques to con-
struct applications that are robust in the presence of may
licious participants. A routing failure test allows the
use of efficient proximity-aware routing in the common
case, resorting to the more costly redundant routing tech-
nique only when the test indicates possible interferencé!
by an attacker. Moreover, we show how the use of secure
routing can be reduced by using self-certifying applica-
tion data. These techniques allow us to tolerate up gy
25% malicious nodes while providing good performance
when the fraction of compromised nodes is small.
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Appendix

This appendix describes an analytic model for the prokigbili
of false positives and negatives in the routing failure.test

We assume that there exidtnodelds distributed uniformly at
random on an interval of length = 2128 |f N is large and

we look at theK nodelds closest to an arbitrarily chosen loca-

tion on this interval (for som& <« N), the location of these

Ben Y. Zhao, John D. Kubiatowicz, and Anthony D. Joseph.

Thus,

k
1 y
a(nvk’y) - Pl(i;ZI > O) - P(RS( > HS’I)a (1)
where we writeP; to denote probabilities when thehave dis-
tribution F;. Recalling thatSj has the gamma distribution with
shape parametgrand scale parametefjl;, we can rewrite the

above as

a(n,k,y) :/0

m kke—n—k

(n—1)I(k—1)!

1 o0 k-1
(X/Ul)n e—plx/ (X/Ul) eﬂh)/dydx

H1(n—1)! % Py (k—1)!
00 Vk le (v—1)
/s oA

(k—1)!
where we used the change of variables: x/(np) andv =
y/ (K ) to obtain the last equality. This expression can be used
to computea numerically.

un—le (u—1)

oD dvdu

We now derive a simple closed-form expression for an upper
bound ona. The bound shows that decays exponentially
in the sample sizek, and in fact captures the exact exponential
rate of decay. For arbitray> 0, we have by Chernoff’s bound
that

a < Elexp(® ZZ' ( M })k<E[exp($X1)}>rk

Now if X has an exponential distribution with mepnthen

K nodelds is well approximated in distribution by a Poisson E[€%] is 1/(1—6y) for 8 < 1/pand+o for 6 > 1/u. Thus,
process of raté&l/D. In particular, the inter-point distances are forall 8 € [0,1/p), we have

approximately independent exponential random variablés w
meanD/N.

Let F; denote the exponential distribution with mgan=D/N
and F, the exponential distribution with megw = D/Nf,
where f is the fraction of faulty nodes. Suppoge, ..., Yk
are independent identically distributed (iid) and are dréom

one of these two distributions and we are required to idgntif

which distribution they are drawn from, e.g3, ..., Yk can be
a prospective set of replica roots in Pastry and we are titging
determine if the set is correct or if it contains only faulydes.

loga < —klog(1— 6y ) — rklog(1+ @)

The tightest upper bound is obtained by minimising the esqore
sion on the right oveb € [0,1/p;). The minimum is attained

ate = rfr—l % Substituting this above yields the bound,

a< exp{—k[(r +1) Iog% — Iogy] } 2

We can derive an expression for the false negative probagbili

An optimal hypothesis test is based on comparing the likeli-B, along similar lines. Now, th¥ are iid with distributionF,

hood ratio to a threshold; by writing down the likelihoodioat

we see that this is equivalent to comparing the sample meargand we are interested in the event tpat< ypx.

denotedy, to a threshold'.

We are in a situation wheg is unknown but we have samples
X1, ..

following hypothesis test: choose a threshold of the fopm

,Xn from Fy (i.e., the samples that we collect from the
nodelds close to the sender in the id space). We propose the

i.e., they are exponentially distributed with mean= py/f,
If this hap-
pens, then we fail to reject the hypothesis thatYhleave dis-

tribution F1. Thus
k
B(nky, f)=Pa() Z <0),
2

for some constante (1,1/f), and accept/reject the hypothesis Where we writeP, to denote probabilities when the are

that; are iid F; by comparinguy to this threshold. We now
compute the false positive probability, and the false negative
probability, 3, for this test.

Denoten/k by r and assume without loss of generality thig
an integer. For=1, ...k, define
v Yy .
Zi=Yi— o (Xi-prea -+ %),
and note that the; are iid random variables. L& denote

the sum ofj iid exponential random variables with mepn=
D/N. The event thaly > yjix is then the event th@}‘zlzi >0.

exponential with meany/f. In this case)Y; has the same
distribution asX;/f, so ¥ ;Y has the same distribution as
(3 ,%)/f, and we obtain using (1) that

Y 1
——< Y& —pis> yfkso—a( 7

This allows us to comput@ numerically and by combining
this with (2), we obtain the following closed-form upper nou

Hf flog(vf)] }

Bin.ky, ) = (5

B< exp{—k[(r +1) Iog



