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ABSTRACT

Advances in computer networking and database technologies
have enabled the collection and storage of vast quantities of
data. Data mining can extract valuable knowledge from this
data, and organizations have realized that they can often ob-
tain better results by pooling their data together. However,
the collected data may contain sensitive or private informa-
tion about the organizations or their customers, and privacy
concerns are exacerbated if data is shared between multiple
organizations.

Distributed data mining is concerned with the computa-
tion of models from data that is distributed among multi-
ple participants. Privacy-preserving distributed data mining
seeks to allow for the cooperative computation of such mod-
els without the cooperating parties revealing any of their in-
dividual data items. Our paper makes two contributions in
privacy-preserving data mining. First, we introduce the con-
cept of arbitrarily partitioned data, which is a generalization
of both horizontally and vertically partitioned data. Sec-
ond, we provide an efficient privacy-preserving protocol for
k-means clustering in the setting of arbitrarily partitioned
data.

Categories and Subject Descriptors
H.2.8 [Database Applications]: Data Mining

General Terms
Algorithms; Security.

1. INTRODUCTION

Many organizations collect large amounts of data about
their clients and customers. Such data was initially used
only for record keeping. There was soon a realization that
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these large collections of data could be “mined” for knowl-
edge that could improve the performance of the organiza-
tion. Well known data-mining tasks include clustering, pre-
diction, association rule mining and outlier detection [13].
Data mining has been used extensively, for purposes includ-
ing biomedical and DNA data analysis [8], financial data
analysis [3], identification of unusual patterns, and analysis
of telecommunications data [12].

While much data mining occurs on data within an organi-
zation, it is quite common to use data from multiple sources
in order to yield more precise or useful knowledge. How-
ever, privacy and secrecy considerations can prohibit orga-
nizations from being willing or able to share their data with
each other. Privacy-preserving data mining, introduced by
Agarwal and Srikant [1] and Lindell and Pinkas [9], arose as
a solution to this problem by allowing parties to cooperate
in the extraction of knowledge without any of the cooper-
ating parties having to reveal their individual data items to
each other or any other parties.

Techniques from secure multiparty computation [7] form
one approach to privacy-preserving data mining. Yao’s gen-
eral protocol for secure circuit evaluation [18] can be used, in
theory, to solve any two-party privacy-preserving distributed
data mining problem. However, since data mining usually
involves millions or billions of data items, the communica-
tion cost of this protocol renders it impractical for these
purposes. This has led to the search for problem-specific
protocols that are efficient in terms of communication com-
plexity. In many cases (including our solution described in
this paper), the more efficient solutions still make use of a
general solution such as Yao’s, but only to carry out a much
smaller portion of the computation. The rest of the compu-
tation uses other methods to ensure the privacy of the data.
A complementary approach to privacy-preserving data min-
ing uses randomization techniques. Although such solutions
tend to be more efficient than cryptographic solutions, they
are generally less private or less accurate.

Privacy-preserving data mining solutions have been pre-
sented both with respect to horizontally and vertically par-
titioned databases, in which either different data objects
with the same attributes are owned by each party, or dif-
ferent attributes for the same data objects are owned by
each party, respectively. We introduce the notion of arbi-
trarily partitioned data, which generalizes both horizontally
and vertically partitioned data. In arbitrarily partitioned
data, different attributes for different items can be owned
by either party. Although extremely “patchworked” data is
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unlikely in practice, one advantage of considering arbitrarily
partitioned data is that protocols in this model apply both
to horizontally and vertically partitioned data, as well as
to hybrid that are mostly, but not completely, vertically or
horizontally partitioned. (These concepts are defined more
precisely in Section 2.)

In this paper, we provide a privacy-preserving solution
to an important data mining problem, that of clustering
data. Privacy-preserving clustering has been previously ad-
dressed [14, 16]. Oliviera and Zaiane [14] addressed the
privacy-preserving data clustering problem using random-
ization techniques. Vaidya and Clifton [16] presented a
privacy-preserving k-means clustering protocol on vertically
partitioned data using cryptographic techniques.

Informally, a clustering algorithm partitions a set of ob-
jects into clusters so that all objects within any cluster are
“similar” or “close”, while objects in different clusters are
“dissimilar”. Clustering has been successfully applied in
many domains. In image processing, clustering algorithms
are used for image segmentation, which is the problem of
distinguishing objects from the background [17]. In bioinfor-
matics, clustering has been used to group genes with similar
expression profiles [15]. Astronomers have used clustering
to create catalogs of objects in the sky [4].

The k-means clustering algorithm (also known as Lloyd’s
algorithm) [5, 10, 11] is a well known iterative algorithm
that successively refines potential clusters in an attempt to
minimize the k-means objective function, which measures
the “goodness” of a given clustering. We present a privacy-
preserving protocol for k-means clustering in the setting of
arbitrarily partitioned data distributed between two parties.
Our protocol is efficient and provides cryptographic privacy
protection. In particular, our protocol provides the first
privacy-preserving solution to k-means clustering for hori-
zontally partitioned data. We also provide an analysis of
the performance and privacy of our solution.

In Section 2, we review the k-means clustering algorithm
and provide preliminary definitions that are used in the rest
of the paper. Section 3 describes our privacy-preserving pro-
tocol for k-means clustering when the data is arbitrarily par-
titioned between two parties. The analysis of the commu-
nication complexity and privacy of our protocol is given in
Section 4.

2. DEFINITIONS

In this section, we briefly review clustering and the k-
means clustering algorithm, discuss the privacy properties
we seek to achieve, and describe the concept of arbitrarily
partitioned data.

2.1 Clustering and the k-Means Algorithm

We briefly review the k-means clustering algorithm. (For
a more detailed description, see [13].) The k-means clus-
tering algorithm partitions the set D of objects into the
specified number k of disjoint subsets, called clusters. The
clustering depends on a well defined notion of the distance
between a given pair of objects. In our case, we assume
data objects are elements of R?, and we define the distance
between two objects as their Euclidean distance. Each clus-
ter is represented by its center, which is the attribute-wise
average of all objects in the cluster.

The k-means algorithm proceeds iteratively, successively
refining k potential clusters until a specified termination

condition is reached. Initially, the algorithm arbitrarily se-
lects k of the objects in D as k initial candidate cluster
centers. Each object in D is assigned to the cluster whose
center is closest to it. Subsequently, the clusters centers and
corresponding cluster assignments are modified with the in-
tention of reducing the average distance of each object to
its closest candidate cluster center. In each iteration, each
object in the database D is reassigned to the cluster whose
candidate center is closest. The current center of each clus-
ter is then recomputed on the basis of the modified set of the
objects in the cluster. This iterative process continues until
a specified termination condition is met. A commonly used
condition terminates the process when the change in the av-
erage distance of each object to its closest cluster center is
small. Another commonly used condition is the absence of
any change in cluster composition. In this paper, we use
a commonly used termination condition, terminating when
the change in the centers of all clusters falls below a prespec-
ified threshold value. This version is illustrated in Figure 1.

Input:
Output:

Database D, integer k
Cluster centers pi ... p

1. Arbitrarily select k objects from D as initial cluster
centers g} ... uf.

2. Repeat

(@) (p1-..pe) = (p1 ... p)
(b) Assign each object d; € D to the cluster whose
center is closest.

(¢) Recompute the centers of the k clusters as
’ ’
K- -

Until (g1 ... px) is close to (pf ... py)

Figure 1: k-means clustering algorithm

2.2 Arbitrarily Partitioned Data

In the two-party distributed data setting, two parties (call
them Alice and Bob) hold data forming a (virtual) database
consisting of their joint data. More specifically, the vir-
tual database D = {d1,d>,...,d,} consists of n objects, or
records. Each object d; is described by the values of £ nu-
meric attributes. We denote the values of the ¢ attributes
of object d; by (xi1,xi2,...,zi¢). When convenient, we
sometimes abuse notation and refer to this vector of values
as the set d; = {@i,1,®i2,..., T}

We introduce in this paper the concept of arbitrarily par-
titioned data, illustrated in Figure 2. In arbitrarily parti-
tioned data, there is not necessarily a simple pattern of how
data is shared between the parties. For each d;, Alice knows
the values for a subset of the attributes, and Bob knows
the values for the remaining attributes. That is, each d; is
partitioned into disjoint subsets d* and dZ such that Alice
knows d* and Bob knows dZ. We emphasize that the set of
attributes whose values are known to Alice for some object
d; does not have to equal the set of attributes whose values
are known to Alice for some other object d; (¢ # j). In
particular, it is possible that di* = 0 or d# = d;. That is, a
given object may be “completely owned” by Bob or by Al-
ice. If an object is completely owned by Alice (respectively,
Bob), its existence is unknown to Bob (respectively, Alice).



Both Alice and Bob know the names of all attributes. We
assume that both parties either know the total number n of
objects or they know the range of values for all of the at-
tributes. Some data values may be known to both parties;
we consider such values to be owned by one party, who will
be responsible for handling the data value.

«

= Attribute names (known to both)

= Data owned by Bob

= Dataowned by Alice

Figure 2: Arbitrarily partitioned data

Clearly, both horizontally partitioned data and vertically
partitioned data can be viewed as specific cases of arbi-
trarily partitioned data. Specifically, in horizontally par-
titioned data, each object in the virtual database is com-
pletely owned by Alice or completely owned by Bob. In
vertically partitioned data, each attribute is “completely
owned” by either Alice or Bob except perhaps for some com-
mon “data handle”. As previously mentioned, although ex-
tremely “patchworked” data is unlikely in practice, the gen-
erality of this model can make it better suited to practical
settings in which data may be mostly, but not completely,
vertically or horizontally partitioned.

2.3 Privacy Properties

Our desired outcome is that clusters are computed on
Alice and Bob’s joint data. Alice should learn the cluster
number for each data object she owns completely, and Bob
should learn the cluster number for each data object that he
owns completely. For objects that both have attributes for,
they should both learn the cluster number. In addition, the
parties should either learn random shares (defined below) of
the final cluster centers, or, depending on the desired out-
come for the particular application, one or both party should
learn the actual final cluster centers.

In an ideal world, Alice and Bob would have access to a
trusted third party who could perform the necessary calcu-
lations. Alice and Bob would securely send their data to
this trusted party, which would then compute the cluster
to which each object is assigned using the appropriate clus-
tering algorithm, and send the desired information to the
party that owns the object. However, trusted third parties
are hard to find in the real world, and even then, such trust
may be misplaced. In this work, we do not rely on a third
party. Instead, we provide algorithms by which Alice and
Bob can carry out the functionality that would be provided
by the trusted third party without actually requiring such
a party or requiring the parties to send their data to each
other.

In this paper, we assume that both Alice and Bob are
semi-honest. That is, both parties faithfully follow their
specified protocols, but we assume they record intermediate
messages in an attempt to infer as much information about
the other party’s data as possible. Additional cryptographic
techniques, such as zero knowledge proofs, can be used to
provide privacy even against malicious behavior, but typi-
cally at a significant performance cost.

As we discuss further in Section 4, our solution leaks some
additional information beyond just the cluster numbers, in
that it reveals some information about the progress of the
computation as it is carried out. This information does not
appear to be useful except perhaps in degenerate cases, and
some protection can be provided by having the initial choice
of candidate cluster centers be chosen randomly.

2.4 Cryptographic Primitives
We describe the various cryptographic primitives used in
this paper.

RANDOM SHARES. According to our privacy requirements,
both parties should get their final output, but all the values
computed in the intermediate steps of the algorithm should
be unknown to both parties. So in our paper all the interme-
diate values that are supposed to be unknown to the parties,
such as the candidate cluster centers at the end of each iter-
ation, are computed throughout the algorithm are shared as
uniformly distributed random values between the two par-
ties. Their sum is the actual intermediate value (i.e., the
ones that would be computed using the centralized k-means
algorithm on the union of the data).

More formally, we say that Alice and Bob have random
shares of a value x drawn from a field F' of size N (usually
abbreviated to Alice and Bob have random shares of x) to
mean that Alice knows a value a € F' and Bob knows a value
b € F such that

(a +b) mod N =z,

where a and b are uniformly random in field F'. Note that
the requirement that « € F' implies that (@ + b) mod N is
actually equal to x, not simply that a+b and « are congruent
modulo N.

Throughout the paper, we assume that a finite field F’
of suitable size N is chosen such that all computations can
be done in that field, and all computations throughout the
remainder of the paper take place in F'.

SECURE SCALAR PRoODUCT PROTOCOL. Alice has a vector
X = (x1,...,x,) and Bob has a vector Y = (y1, ..., yn). They



wish to securely compute the scalar product as sa + s =
X.Y where s4 and sp are the random shares of Alice and
Bob respectively. (Recall that all computations in the paper
are carried out modulo N.) We use the private homomor-
phic scalar product protocol given by Goethals et al. [6].
This protocol uses a (semantically secure) homomorphic en-
cryption scheme where Alice generates a private and pub-
lic key pair and sends the public key to Bob. Alice com-
putes the encryptions of z1,...,z, and sends them to Bob.
Bob chooses a random value sp and uses the properties of
the homomorphic encryption to compute the encryption of
X.Y — s, and sends to Alice. Alice decrypts and obtains
sa = X.Y — sp. This protocol is secure when the parties
are semi-honest.

Yao’s Circulrr EvaLuarioN ProrocoL. When Alice has
a vector X = (z1,...,x,) and Bob has Y = (y1,...,yn), we
use Yao’s circuit evaluation protocol [18] to securely com-
pute the index j such that z; + y; is minimum. We also use
Yao’s circuit evaluation protocol to compute Tif; where Al-
ice knows a and m and Bob knows b and n. Alternatively
the Bar-Ilan and Beaver’s protocol [2] can also be used to
compute (n+m)~" and then a secure multiplication protocol
can be used to compute the product.

3. PRIVACY-PRESERVING k-MEANS
CLUSTERING PROTOCOL

We now describe our privacy-preserving k-means cluster-
ing protocol. Alice and Bob share a data set in an arbitrary
partition, as explained in Section 2.2. They wish to learn
the k-means clustering of their joint data, without revealing
their data to each other or anyone else. The final output of
the algorithm should be an assignment of a cluster number
between 1 and k to each object. If an object is shared, then
both parties learn the assignment; otherwise, only the party
who owns the object gets the assignment. The algorithm
can terminate with the final mean of each cluster randomly
shared by both parties, or if desired, one or both parties can
learn the actual final centers.

As described in Section 2.1, the k-means clustering al-
gorithm is an iterative algorithm that successively refines
candidate cluster centers. Initially, k candidate cluster cen-
ters are chosen from the data points in D. This can be
done in one of several ways: for example, they can be taken
as a pre-specified set of points, such as the first & data
points, they can be chosen randomly by one or the other
party, or they can be chosen randomly with randomness in-
troduced by both parties. As we discuss in Section 4, the
latter method provides the most robustness against certain
kinds of potential privacy leaks.

In each iteration of the algorithm, each object is assigned
to the closest candidate cluster center. Then, new candidate
cluster centers are determined based on the actual centers
of the points as they have been assigned. This procedure is
repeated until a specified termination condition is reached.
Our privacy-preserving distributed version follows the same
iterative structure, but protects the data and intermediate
values from being learned by the parties. This is done us-
ing interaction, privacy-preserving subprotocols and random
sharings as we now describe.

In each iteration of the privacy-preserving protocol, the
candidate cluster centers are calculated as a random shar-

Input: Database D consisting of n objects,
integer k denoting the number of clusters
Output: Assignment of the cluster numbers to

the objects

1. Randomly select k objects from D as initial cluster centers

AT
2. Randomly share the cluster centers between Alice and
Bob:
Alice’s share = (af' ... akA)
Bob’s share = (a? ...aP)
3. Repeat
(@) A A A
(Bt opi ) = (g o)
(Wt ) = (af ... af)

(b) For each d; in D
i. Run the secure closest cluster protocol
ii. Assign to d; the closest cluster

(c) Alice and Bob securely recompute random shares
of the centers of the k clusters as (af . ..a?) and
(«B... akB) respectively.

Until (pft + pB .. .,u;? + ,ukB) is close enough to (af' +
ab ... oaf +ab)

Figure 3: Privacy-preserving k-means clustering
protocol over arbitrarily partitioned data

ing between the two parties. Let ¢ denote the number of
attributes and d; = (z4,1, ..., ;) for 1 < i < n denote the
i*" object in the database. Let uf for 1 < j <k denote Al-
ice’s share of the j** mean, HJB for 1 < j < k denote Bob’s
share. The candidate cluster centers are given by uf + /L]-B
for 1 < j < k. For each object d;, Alice and Bob securely
compute the distances dist(d;, p;) for 1 < j < k, between
the object and each of the k cluster centers. The result
of the distance calculation is learned as random shares be-
tween Alice and Bob. Using these random shares, they then
securely compute the closest cluster for each object in the
database.

At the end of each iteration, Alice and Bob learn the clus-
ter assignment for the objects, as follows. If an object d; is
shared by both Alice and Bob, then both of them learn the
cluster to which the object belongs. If not, it is revealed only
to the party who completely owns d;. The iterative process
is repeated until the change in the centers of all clusters falls
below a certain specified threshold value.

When the termination condition is reached, the parties
may wish to send each other their cluster center shares so
that they can learn the actual cluster centers of the joint
data. Whether this is desirable or not depends on the partic-
ular application for which the clustering results are intended
to be used.

Figure 3 illustrates the overall privacy-preserving k-means
clustering protocol. In the remainder of this section, we de-
scribe in detail each of the subprotocols used in the privacy-
preserving k-means clustering algorithm. In Section 3.1, we
present a secure protocol that computes the cluster assign-
ment for each object. In Sections 3.2 and 3.3, we present
secure protocols for recomputing the cluster centers and for
iteration termination, respectively.



3.1 Secure Protocol to Compute Closest
Cluster

This subprotocol takes an arbitrarily partitioned object
and k randomly shared candidate cluster centers as its in-
put, and outputs to the appropriate party or parties the
closest cluster to which the object belongs. It reveals no
other additional information.

Consider an object d; = (x;,1,-..,%:¢). This object can
be owned by Alice or Bob or shared by both. Suppose that
the object is shared by both Alice and Bob. Without loss
of generality, assume z; p,, ..., Z;p, belong to Alice and the
rest of the ¢ — s attributes belong to Bob. To compute the
closest cluster the protocol first computes the distance be-
tween the object d; to each of the k clusters. For each cluster
1 < j <k, we compute the distance dist(d;, u;) between the
object d; to the jth-cluster mean p;.

(dist(di, 15))” = (i1 —pj)° +H(@wio—pj )"+ -+ (@ie—ps0)’.

. A B A - )
Since pj.¢ _Buj’t + pjy, where pj, is Alice’s share of the
mean and p;, is Bob’s share of the mean,

(dist(di, 1))* = (wia— (5 +u50)) -+ (@ia— (e +ige))

L 4 L
=Y @i+ Y W)+ D (m)? 2D b
m=1

m=1 m=1 m=1

L

¢ ¢
2 A4 T 2 e
- HjmTim — Ti,mMj,m
m=1 m=1

To privately compute the term anzl x?,m over the shared
data, Alice computes the sum that involves the components
Zipys---,Tips, while Bob computes the sum of the rest of
the components. The second term anzl(uﬁm)2 is com-
pletely computed by Alice and similarly the third term is
computed by Bob. They then use a secure scalar product
protocol, such as the one described in [6], to compute ran-
dom shares of the last three terms. Since a sum involving
random shares results in random shares, we have

(dist(d;, p;))* = i j + Bi;

where «; ; is the random share known to Alice and f;; is
known to Bob where

s A
Qi = Tipn + > (hm) + a5+ te;

m=1 m=1
L—s L

Big = Tign+ O (ym) +bj +dj + fj
m=1 m=1

¢
aj +b; =2 Z uﬁmufm mod N

m=1

¢
cj+dj =2 Z uﬁmwi,m mod N

m=1

¢
ej+fi=-2 Z /Lfmxi,m mod N

m=1

and N is the size of the chosen finite field.

Alice has a k-length vector A = (aj,1,...,®;,) and Bob
has B = (Bi,1,..-,0Bi,k). They securely compute the index
j such that «;; + B;,; is minimum using Yao’s circuit eval-
uation [18]. Since k is typically quite small, particularly
in comparison to the number of data items, the overhead
this requires should be sufficiently small. The object d; is
assigned to cluster j.

COMMUNICATION AND COMPUTATIONAL COMPLEXITY. For
each object d;, this protocol computes the closest cluster.
Each object has ¢ components. Let us assume that each
component is represented by ¢ bits. Communication is in-
volved when the two parties engage in the secure scalar prod-
uct computation to compute the distance between an object
d; and each of the cluster centers. For each distance com-
putation the scalar product protocol is invoked three times
between vectors of length £. The communication complexity
of each scalar product protocol is O(cf). Hence it requires
a communication of O(kcf) bits to compute the distance of
the object d; from all the k centers.

Yao’s circuit evaluation [18] requires communication of
O(c) bits per comparison and hence O(fc) bits for com-
puting the minimum component. The total communication
complexity for one invocation of the closest cluster protocol
is O(€ck)).

The estimation of the computational complexity involves
counting the number of encryptions, decryptions and multi-
plications for Alice and Bob. To compute the closest cluster
for each object the scalar product protocol is executed for
each cluster three times between vectors of length ¢. For
each execution of the scalar product protocol Alice performs
¢ encryptions and one decryption. Bob performs ¢ expo-
nentiations and one encryption. Alice performs at most
2¢ multiplications and Bob performs at most 3¢ multipli-
cations. Since there are k clusters the total computational
complexity for computing the closest cluster for an object
is O(kf) encryptions and at most O(k¢) multiplications for
Alice and O(kf) exponentiations and at most O(kf) mul-
tiplications for Bob. The use of the secure scalar product
protocol described in [6] increases the computational com-
plexity. But the current hardware and optimization tricks
makes the computational complexity for both Alice and Bob
tolerable (see discussion in [6]).

Privacy. The above protocol securely computes the index
of the closest cluster for every object. The only informa-
tion revealed is the output, which is the cluster index. The
distance between each object d; to each of the k candidate
centers is available only as a random share between Alice
and Bob. Hence each cannot obtain any information about
the other party’s data. For each distance computation, the
communication between Alice and Bob occurs through the
secure scalar product protocol. The scalar product proto-
col leaks no information and returns only a random share to
both Alice and Bob. Thus the distance function is computed
as a random sharing between Alice and Bob without leaking
any information. Finally, Yao’s circuit evaluation protocol
securely computes the closest cluster. The output of the
protocol is an assignment of the closest cluster of a given
point. This is the only information available to the parties
at the end of the protocol when a trusted third party is used.



3.2 SecureProtocol for RecomputingtheM ean

At the end of each iteration Alice and Bob learns his
or her share of the cluster centers. The next iteration re-
quires recomputing each of the k-cluster centers. Let us
assume that Alice has objects df‘l,... ,d{; and Bob has ob-

jects dﬁ,...,df}, for each cluster 1 < i < k. Each of the d&

and dZ is an ¢-tuple, where dfj and dfj each denote the jth
coordinate of the corresponding ¢-tuple.

Alice calculates the shares s; and nj for 1 < j < ¢, where
sj =y df”]- and n; denotes the number of objects in
df‘l ey df; for which Alice has the values for attribute A;.
If Alice does not have the value for attribute j for some
object d?, she treats it as zero.

Similarly, Bob calculates the shares ¢; and m; for j,1 <
Jj <4, where t; = >, dg,j and m; denotes the number
of objects in dﬁ,...,dfl for which Bob has the values for
attribute A;. Again, if Bob does not have the value for
attribute j for some object d;, he treats it as zero in the
computation of the sum. The jth component of the ¢th
cluster center is given by pi; = (s; +t;)/(n; + m;).

Since this involves only four values, it can be computed
efficiently using Yao’s [18] circuit evaluation protocol. We
can also use Bar-Ilan and Beaver’s protocol [2] to compute
the inverse of (n; +m;) ' as u+v where Alice learns u and
Bob learns v. The secure multiplication protocol can then
be used to compute a + b = (s; + t;)(u + v). Alice learns a
and Bob learns b.

COMMUNICATION AND COMPUTATIONAL COMPLEXITY. Each
component of the mean requires communication of O(c)
bits. Hence the communication complexity to recalculate
the mean is O(kfc). The computational complexity is O(kfc).

Privacy. The protocols we use to recalculate the centers
are secure and they do not leak any information. Each party
learns only a random share of each mean and thus cannot
infer any information about the centers of the clusters.

3.3 Secure Protocol for Termination of
Iterations

The k-means clustering algorithm is an iterative algo-
rithm. At the end of every iteration, the cluster centers
are recalculated. The iterative process is terminated when
there are no substantial improvement in the approximations.
In our case, the algorithm terminates when the Euclidean
distance between the cluster centers between two consecu-
tive iterations is less than a specified value e. Denote Al-
ice’s share of cluster centers at the end of the ith iteration
by p, ... ,uf” and Bob’s share by ", ... ,ukB’l. Simi-
larly, denote Alice’s share of cluster centers at the end of
the (i + 1)st iteration by pf**, ... ,u?’”l and Bob’s share
by uf”i“, . ,ukB’i“. Each p; is an ¢-tuple and is denoted
by (i1, -, phie). For 1 < j < k, we securely compute the
square of the distances:

o A i Aji i
(dist(ay ™ 4 4 )
A p . p
= (d'St((N]‘,lH—l + Nle—l: ) l‘j,gH—l + l‘f/+l):

A B,i Ai Biy\\2
(Nj,1 TG M G )

4 4
A B,i\: A B,it1y:
= Z (I'Lj,nzr, + Mj,vz.)z + Z (I'Lj,nzj—l + l‘j,nzj—l)z -
m=1 m=1

4
A B.,i A B.,i
2 Z ((Mj,ri:.-‘rl + Nj,;j—l)(ﬂj,rz + Mj,vi))
m=1

a; + 85,

where «a; is Alice’s share of the distance and [; is Bob’s
share. These are random shares. Alice and Bob have a
k-length vector (au,...,ax) and (Bi,...,0B8k) respectively.
They communicate with each other and securely check if
aj+ B <eforl1 < j< k. As before, since the amount of
input involved is small, this can be securely and efficiently
implemented using Yao’s protocol.

COMMUNICATION AND COMPUTATIONAL COMPLEXITY. To
check if the algorithm terminates, Alice and Bob has to
check that the Euclidean distance between two consecutive
iterations is less than e for all the k-cluster centers. This
involves executing the scalar product protocol four times to
obtain the random shares of the distance vectors and then
applying the Yao’s protocol. As explained in Section 3.1, it
requires a communication of O(kcf) bits to compute the dis-
tance between two consecutive iterations of all the k centers.
Yao’s circuit evaluation involves O(kcf) bits of communica-
tion to check if all the k£ distances are less than e. The total
computational complexity is O(kf) encryptions and at most
O(k¢) multiplications for Alice and O(kf) exponentiations
and at most O(kf) multiplications for Bob. The discussion
is similar to the one described in Section 3.1.

Privacy. The scalar product protocol and Yao’s circuit eval-
uation protocol are secure and they leak no information.
Therefore, the only information that Alice and Bob can ob-
tain at the end of the execution of the protocol is the output
whether the iterations can be terminated or not.

4. PERFORMANCE ANALYSIS

Putting all the subprotocols together as shown in Fig-
ure 3 yields our complete privacy-preserving k-means clus-
tering protocol over arbitrarily partitioned data. We have
discussed the complexity and privacy of each component; we
now discuss the overall complexity and privacy.

COMMUNICATION AND COMPUTATIONAL COMPLEXITY. As
described in Section 3.1, the two parties need to commu-
nicate O(ckf) bits to determine the closest cluster for each
point. Here ¢ is the maximum number of bits needed to rep-
resent each component of an object or its encryption and £
denotes the number of attributes. Hence the total communi-
cation complexity to assign cluster numbers in each iteration
is O(nckf) bits. At the end of each iteration, the protocol
recomputes the center of each of the k clusters, each of which
is a £-length vector. It takes O(c) bits to compute each com-
ponent of a single center, so the communication complexity
to compute all k centers is O(cfk). Additionally, it takes
O(clk) bits of communication for Alice and Bob to securely
check the termination criterion at the end of each iteration.
Thus, the overall communication complexity for the privacy-
preserving k-means clustering protocol is O(nfck) per iter-



ation. It has been shown that for typical data and suitably
chosen k, the number of iterations required by the k-means
algorithm is typically small.

For each iteration the total computational complexity for
computing the cluster centers is O(nkf) encryptions and at
most O(nkf) multiplications for Alice and O(nkf) exponen-
tiations and at most O(nkf) multiplications for Bob.

PRIVACY. As a privacy ideal, we compare the privacy of our
k-means clustering algorithm with one that makes use of a
trusted third party (TTP) who receives all the data, locally
runs the standard k-means algorithm, and returns the ap-
propriate cluster numbers (and possibly cluster centers) to
the parties. If one party completely owns an object, then
only that party gets the cluster number assigned to that ob-
ject. If both parties share an object then both parties get
the assignment.

In contrast, the privacy-preserving k-means clustering pro-
tocol is an interactive protocol. Although secret sharing is
used to protect certain values, Alice and Bob learn some in-
termediate results. At the end of each iteration, they learn
the assignment of the cluster number to the objects. If one
party holds the object completely, then only that party gets
the assignment. Otherwise, both parties get the assignment.

This intermediate information can sometimes reveal in-
formation about the parties’ data. For example, consider a
database consisting of n objects, say di,...,d,, and sup-
pose that each object has two attributes z and y. Al-
ice has the values corresponding to the attribute x and
Bob has values corresponding to the attribute y. Suppose
di[z] = dz[z] = -+ - = dn[z] =0, dn[y] = 4, and d;[y] through
dn—1[y] ranges from 0 to 3, and suppose di, d3 and d, are
chosen as the initial choices for the centers (k = 3). If one
of the clusters in the next iteration contains only d,, then
Alice can guess that dn[y] is close to 4. But the result of
the final iteration may not have a cluster having d,[y] as a
single point. The likelihood of this kind of leakage occurring
can be reduced by choosing the initial centers at random.

We note that our protocol, when restricted to vertically
partitioned data, is similar to the one given by Vaidya and
Clifton [16]. The communication complexity and the privacy
of our protocol is essentially the same as theirs.

5. CONCLUSION

This paper has two main contributions. First, we in-
troduce the idea of arbitrarily partitioned data, which is
a generalization of both horizontally and vertically parti-
tioned data. Protocols in this model can be applied to
both horizontally and vertically partitioned data, as well
as to data anywhere in between. Second, we provide a
privacy-preserving k-means clustering algorithm over arbi-
trarily partitioned data.

As previously discussed, our algorithm potentially leaks
some information through the intermediate cluster assign-
ments, even though the intermediate cluster centers them-
selves are not revealed. It is not clear except for some rare
scenarios such as the one described in Section 4 that these
values can yield anything useful, but obviously it would be
desirable to find an efficient algorithm that did not leak the
intermediate cluster assignments.

A more general direction for further work is to obtain
privacy-preserving data mining protocols for other data min-
ing algorithms over arbitrarily partitioned data.

6. REFERENCES

[1] R. Agrawal and R. Srikant. Privacy-preserving data
mining. In Proc. ACM SIGMOD Conf. on
Management of Data, pages 439-450. ACM Press,
May 2000.

[2] J. Bar-Ilan and D. Beaver. Non-cryptographic
fault-tolerant computing in constant number of rounds
of interaction. In Proc. Eighth Annual ACM
Symposium on Principles of Distributed Computing,
pages 201-209. ACM Press, 1989.

[3] S. Benninga and B. Czaczkes. Financial Modelling.
MIT Press, 1997.

[4] R. R. de Carvalho, S. G. Djorgovski, N. Weir,

U. Fayyad, J. Roden, A. Gray, and K. Cherkauer.
Applications of clustering analysis and unsupervised
classification algorithms to digitized POSS-II. Bulletin
of the American Astronomical Society, 26:1372,
December 1994.

[6] E. Forgey. Cluster analysis of multivariate data:
Efficiency vs. interpretability of classification.
Biometrics, 21:768, 1965.

[6] B. Goethals, S. Laur, H. Lipmaa, and T. Mielikainen.
On secure scalar product computation for
privacy-preserving data mining. In The 7th Annual
International Conf. in Information Security and
Cryptology, 2004.

[7] O. Goldreich. Foundations of Cryptography, Vol II.
Cambridge University Press, 2004.

[8] D. Gusfield. Algorithms on Strings Trees and Strings.
Cambridge University Press, 1997.

[9] Y. Lindell and B. Pinkas. Privacy preserving data
mining. Lecture Notes in Computer Science, 1880,
2000.

[10] S. P. Lloyd. Least squares quantization in PCM. IEEE
Transactions on Information Theory, 28:129-137,
1982.

[11] J. MacQueen. Some methods for classification and
analysis of multivariate observations. In Proc. Fifth
Berkeley Symposium on Mathematical Statistics and
Probability, volume 1, pages 281-296, 1967.

[12] R. Mattison. Data Warehousing and Data Mining for
Telecommunication. Artech Press, 1997.

[13] T. Mitchell. Machine Learning. McGraw Hill, 1997.

[14] S. Oliveira and O. R. Zaiane. Privacy preserving
clustering by data transformation. In Proc. 18th
Brazilian Symposium on Databases, pages 304-318,
2003.

[15] Frank De Smet, Janick Mathys, Kathleen Marchal,
Gert Thijs, Bart De Moor, and Yves Moreau.
Adaptive quality-based clustering of gene expression
profiles. Bioinformatics, 18(5):735-746, 2002.

[16] J. Vaidya and C. Clifton. Privacy-preserving k-means
clustering over vertically partitioned data. In Proc. 9th
ACM SIGKDD International Conf. on Knowledge
Discovery and Data Mining. ACM Press, 2003.

[17] O. Veksler. Image segmentation by nested cuts. In
Proc. of IEEE Computer Vision and Pattern
Recognition, pages 339-344, 2000.

[18] A. C.-C. Yao. How to generate and exchange secrets.
In Proc. 27th IEEE Symp. on Foundations of
Computer Science, pages 162-167, 1986.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


