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Introduction

The demands on Internet service applications have set new standards for availability and scalability.  In many such systems, these standards have been set by event-driven designs.  The increasing complexity of Internet services has prompted the reevaluation of alternative design approaches.  This paper makes a case supporting the idea that thread-based architectures not only provide scalability and performance comparable to event-driven systems, but that thread-based designs are inherently better than event-driven designs in terms of flexibility, performance and intellectual manageability of Internet service applications.

The pros and cons of thread-based and event-driven designs can be evaluated in many ways.  Claims about performance and capacity (both positive and negative) are best supported with quantified examples from actual experimentation.  Wherever possible, such quantification has been included as part of the claim and as part of the rebuttal.  Only by knowing the conditions and limits under which the quantification data was obtained is it possible to evaluate the validity and comparability of the data and for the reader to be able to make his own opinion.  

Claims regarding the relative ease of use of either design are less quantifiable and more subjective, but no less valuable.  The arguments here are more abstract, but still driven by practical concerns, however subjectively evaluated.  The evaluation of the arguments involved is largely determined by the strength of the reasoning presented, but the significance may not always be clear without knowledge of the frequency and magnitude of the alternatives involved.

The Case Against Threads

The arguments against the use of threads are based on space requirements, synchronization overhead and performance tuning issues.

One claim is that the scalability of thread-based service architectures is limited because the amount of space required for each thread is large, which in turn limits the number of threads that can be created within the memory space of a process.  In conventional threading implementations each thread is allocated a large contiguous memory block for stack space.  LinuxThreads makes each contiguous stack block 2 megabytes, which means only 500 threads can exist in a one-gigabyte process.  The size of the memory block is chosen to be conservatively large to minimize the possibility of stack overflow, but the size has nothing to do with the actual memory needs of the thread (which may vary during the lifetime of the thread), so the number of large contiguous memory blocks that can be allocated with a process constrains the number of threads that can be created within the system.

Another claim is that thread pools cause clients to experience arbitrarily long waits when all the threads in the pool are in use[6].  Thread pools avoid throughput degradation, but the size of the threadpool is determined by either arbitrary limits on how many threads can be created within a process or on memory constraints determined by the allocation of large contiguous memory blocks for thread stack space. 

A third claim is that the performance of a thread-based system will decrease as more threads are added when the number of threads is large[6].  The SEDA authors ran a benchmark program with an increasing number of threads to measure throughput and found that throughput peaked at around 12 threads and decreased until the system imposed limit of about 1,000 threads.  The performance impact is attributed to an increased number of cache and TLB misses, which adversely affects the paging behavior of the service application.  The rate of cache and TLB misses is due directly to the memory size of the program and the size is due to the large contiguous blocks allocated for stack space to the increasing number of threads.

A fourth claim is that the overhead of synchronization mechanisms makes thread-based service architectures invariably slower than even-driven architectures for the concurrent processing of client requests.  Part of the justification comes from synchronization implementations whose execution time is linearly proportional to the number of threads.  Another justification is the overhead of switching context for preemptively scheduled threads, especially for kernel threads.

These claims can be refuted by changing the ways threads are created and managed.  First, compilers and threads have been implemented to use noncontiguous stacks that grow or shrink dynamically to match the varying activation record needs of each thread[3], thus avoiding the need to allocate large contiguous memory blocks for thread stacks and removing the constraint that limits the number of threads that can be created within the system.  The ability to create more threads within a service application also obviates the need for threads pools in thread-based server architectures and allowing the thread-based service to provide responsiveness comparable to event-driven services.

The ability to create more and smaller threads also refutes the criticism about server performance degrading as the number of threads increases.  The linked blocks that hold thread activation records are smaller than traditional large contiguous stack blocks and are freed and reallocated in LIFO order, thus reducing the size of the working set of the service application.  The reduction in working set size reduces the rate of cache and TLB misses, thus providing more efficient paging behavior.  The authors of [3] showed a 100-fold increase in the number of threads runnable in their benchmark program, partially attributable to reduced working set size.

User level thread synchronization operations do not have the overhead of kernel mode switches and can be implemented to provide constant time operations that can deliver concurrency with performance and scalability comparable to event-driven systems[2].  By combining noncontiguous thread stacks and constant time synchronization operations, the authors of [3] took a benchmark program that thrashed at 1,000 threads under traditional threading implementations and scaled it up to 100,000 threads.  The authors of [4], used a modified version of the GNU Pth user-level thread package with most of the linear time operations converted to run in constant time and scaled up to 100,000 threads, which matched the performance of an event-driven server.  The same paper does not say whether the stacks were contiguous or noncontiguous, however.

Preemptively scheduled thread synchronization primitives can acquire and release mutual exclusion locks at the user level without kernel involvement.  With cooperative scheduling of user threads on a single processor, a synchronization operation can require only simple checks on a Boolean flag in user space[3].  The efficient use of cooperatively scheduled user threads is accomplished by replacing blocking I/O functions with nonblocking equivalents that initiate the I/O operation, causes the user-level scheduler to switch context to another thread and makes the calling thread runnable when the I/O operation is completed.

An unrelated claim concerns the use of locks in the development and maintenance of multithreaded code.  Access to shared data in a thread-based system is coordinated with mutex locks.  If a programmer forgets to acquire a mutex, then shared data can be corrupted.  Forgetting to release a mutex could result in deadlock.  The claim goes as follows:  event-driven systems do not need locks and are therefore immune to the problems that can occur with mutex locks[4].

This is actually a claim against the competence of the programmers involved and does not reflect an inherent problem with threads.  The problems of deadlock and data corruption can be avoided with a consistently applied canonical locking order and reasonable diligence.  In fairness, event-driven systems have their own development pitfalls.  Each event is responsible for scheduling the next event in the service algorithm.  If a programmer forgets to put in code to schedule the next event, the application will simply stop executing the service algorithm.  Evaluating which kind of programmer error is more difficult to prevent, diagnose or correct is subjective at best, so neither error is clearly "better" than the other.

A final performance claim is that it is difficult to identify performance bottlenecks for tuning and load conditioning in thread based architectures[6].  The claim is based on the assertion that event-driven architectures facilitate introspection, i.e. the management of resource consumption in relation to specific algorithmic states in order to maximize server performance.  Unfortunately, there is nothing in this claim that makes introspection is inherent to event-driven systems or inherently less achievable in thread-based systems.  Capriccio[3] has demonstrated that the same introspection can be implemented as part of the nonblocking I/O primitives that replaced the blocking I/O primitives to provide information to the user level thread scheduler.  This means that thread scheduling decisions can be based on resource consumption patterns like event-driven systems.  The authors of a comparison of thread-based and event-driven designs[1] noted that a thread-based scheduler is given the same opportunities and information as an event-based design, so application specific thread scheduling can offer performance comparable to event-driven approaches.  The same authors did not provide any comparative performance test results to demonstrate this conclusion.

The Case For Events

The case for events is based on the ability to detect overload, provide graceful degradation, robustness to large variations in system load, and the ability to provide adaptable control flow.

One claim is that event-driven systems are more robust to large variations in load than thread-based systems[6].  The same paper refers to the 'SlashDot effect" and suggests that a 100-fold variation in system load is typical.  By combining noncontiguous thread stacks for efficient memory management and constant time thread synchronization mechanisms, thread based architectures have achieved performance comparable to event-driven systems while remaining robust to variations in load[3].  The authors of [2] used a user-level cooperative threading package combined with nonblocking I/O replacements for blocking I/O calls in a thread-based test web server against the Haboob event-driven web server and achieved scalable thread-based performance comparable to the event-driven architecture up to and past the capacity limits of the event-driven server.  Haboob ran out of memory at around 16384 clients, but the thread-based test server provided consistent throughput to at lest 65536 clients.

It has been claimed that event-driven systems can detect overload and degrade gracefully when the system is overloaded.  Graceful degradation has been defined by the ability of the service to maintain high throughput with linear time response penalty that affects all clients equally or predictably in accord with some system-specific policy[6].  As previously discussed, the ability to detect overload is not inherently limited to event-driven architectures nor is it inherently precluded from thread-based implementations.  The Capriccio authors have implemented a resource-aware runtime scheduler that monitors changes in resource use in order to make scheduling decisions.  Resource awareness also means that a thread-based system can detect overload and respond to it as well as an event-driven system.

Another claim supporting event-driven designs is that control flow is not limited to call/return and thus provides more flexible implementation options.  The authors of [2] examined several event-driven server designs and determined that control-flow patterns other than call/return were rarely used in practice (without quantification  as to how rare), and attribute this to the possibility that exotic forms of control flow are difficult to comprehend and implement well.  The alternatives to call/return used were parallel calls and pipelines, both easier to express with threads than events.  The reason for the frequent use of call/return is that robust code in either event-driven or thread-based systems needs values returned from a called operation to get the normal result of the operation, to make error handling decisions or to make algorithmic decisions about how to proceed.  This claim is weakened by the virtues of call/return to either design method and the infrequent use (implying infrequent need) for other control flow algorithms.

One claim added for completeness is arguably just plain peculiar.  The claim is that cooperative multitasking leads to inexpensive synchronization and thus makes event-driven designs better.  That's right, event-driven systems.  There is nothing inherently tying cooperative multitasking to event-driven designs and it can be used in thread-based designs to improve their performance as well.  Cooperative multitasking has advantages for either approach and does not make either better than the other.

The Case For Threads

The supporting arguments here address conceptual manageability, ease of implementation, ability to support existing threading APIs and amenability to compile-time enhancements.  There is some visceral satisfaction in noting that some of the arguments in favor of thread-based designs have come from researchers who were formerly proponents of event-driven architectures, although such information should have no bearing on the evaluation of the arguments themselves.

This first supporting contention is that threads are easier to program and easier to understand than event-driven designs and are therefore a more natural abstraction for the implementation of highly concurrent servers.  The significance of this contention is highlighted with the trends that service algorithms are becoming more complicated with static content replaced by dynamic content, and that service logic tends to change rapidly.

Within a thread-based server, the algorithmic steps required to process a client request can be easily represented as a sequence of steps in a single thread function.  Conversely, the efficiency of an event-driven architecture is predicated on the condition that all event handler functions do not block, which forces every basic block that initiates a nonblocking I/O operation to be broken into a separate event handler function.

The management of client state information also supports the contention that thread-based servers are easier to implement and maintain.  Client information that would have been allocated on the stack in a thread-based design would have to be stored in dynamic memory in an event-driven architecture to persist between event handler function invocations.  Branches in control flow including error handling procedures can cause the explicit deallocation of client state information to be missed, resulting in memory leaks.  This inherent limitation introduces the extra complexity of explicitly managing the space for client state information in event-driven implementation.

The importance of a call/return mechanism to both thread-based and event-driven systems has already been discussed.  Event-driven systems must post call events and process return events in separate event handler functions that have no syntactic connection and may be in different parts of the source code.  In thread-based implementations, calls fit naturally into the syntax without having to explicitly post or receive events.  Developers and maintainers can count on the call and the processing of the return results to be syntactically grouped together in the thread source code, which makes them easier to understand.

Another supporting contention is that threads are more amenable to compile-time enhancements than events.  Capriccio uses a call graph weighted with activation record size information to determine that size of stack chunks that may be created for noncontiguous thread call stacks.  The compiler analysis determines where to insert code for noncontiguous stack chunk allocation and deallocation.  In event-driven systems, static examination of the event handler code cannot determine which event handler function will be called next, reducing opportunities for compiler enhancements.

The Case Against Events

Given the historically established efficacy of event-driven service designs, the strength of the claims against events would seem diminished.  However, given the increasing complexity and rate of change of service algorithms, there is greater significance to claims about modularity and inflexibility in the face of new functionality.

The first claim is that fairness and low response time can only be achieved with application-specific, nontrivial scheduling algorithms that must be redesigned when new functionality is introduced.  In fairness, a thread-based design that uses an application-specific scheduling algorithm would present the same need for redesign in the face of new functionality with neither event-driven nor thread-based scheduling algorithms being able to show a clear superiority.

A separate and more viable claim is that the modularity of event-driven designs is difficult to achieve.  This claim is not directly quantifiable, but it does have significance in terms of time and expense required for development and maintenance of service implementations.  The inability to achieve modularity comes from the necessity of dividing a service algorithm into separate event handler functions that do not share local state variables, the explicit management of dynamic memory to hold client state information and the lack of any natural syntactic guide glue to hold a sequence of operations for a service algorithm together.  These factors all point to the increased undesirability of event-driven designs in relation to thread-based designs where complexity and rate of change are continuing to increase.

Conclusion

Event-driven designs have a demonstrated efficacy in the implementation of scalable Internet services.  Thread-based designs have not been as scalable, but this is due more to threading implementations that are inefficient with regard to memory allocation and synchronization overhead.  The limitations are due to the deficiencies in implementation rather than to any aspect that is inherent to thread-based design.  Insightful approaches into memory allocation and scheduling have demonstrated that thread-based designs can deliver capacity, scalability and performance comparable to event-driven systems.  Thread-based designs are the better choice for the implementation of highly available, scalable Internet services because they can offer things that event-driven designs inherently cannot:  greater intellectual manageability through simpler code, syntactic support for sequential service algorithms and the ability to take advantage of compile-time enhancements to improve performance.  These virtues are all the more desirable in the face of increasing service complexity and the need for rapid change in service functionality.
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