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Abstract

We describe a formal framework for diagnosis and re-
pair problems that shares elements of the well known
partially observable MDP and cost-sensitive classifica-
tion models. Our cost-sensitive fault remediation model
is amenable to implementation as a reinforcement-
learning system, and we describe an instance-based
state representation that is compatible with learning and
planning in this framework. We demonstrate a system
that uses these ideas to learn to efficiently restore net-
work connectivity after a failure.

Introduction

The first, and possibly most important, question to answer
when creating a reinforcement-learning system (Sutton &
Barto 1998) for an application is how the state space for
learning and planning should be defined. A good choice

Eitan Fenson and Rich Howard
PnP Networks, Inc.
Los Altos, CA
{eitan,reff @pnphome.com

system can detect if it has entered a failure mode, take ac-
tions to gain information about the failure mode, attempt re-
pair actions, and detect when correct functioning has been
restored. Although we believe that the learning approach we
describe can be applied in more general environments, we
focus here on this specialized subclass.

We demonstrate our approach to learning and planning in
the CSFR framework with an implemented network-repair
application.

The CSFR Model

The CSFR model was motivated by an exploration of prob-
lems that arise in sequential decision making for diagnosis
and repair including problems of web-server maintenance,
disk-system replacement, and the network-repair application
illustrated later in the paper.

In cost-sensitive fault remediation, a decision maker is re-
sponsible for repairing a system when it breaks down. To

of state representation can make the difference between anarrow down the source of the fault the decision maker can

problem that is trivial and one that is impossible to solve

perform atest actionat some cost and to repair the fault it

via learning. There is a great need for learning approaches can carry out aepair action A repair action incurs a cost
that can evolve toward a state representation that is natural and either restores the system to proper functioning or fails.

and efficient for the problem at hand based on relatively raw
inputs.
Nowhere is the need for automatic development of state

In either case, the system informs the decision maker of the
outcome. The decision maker seeks a minimum cost policy
for restoring the system to proper functioning.

representations more evident than in environments that are CSFR bears many similarities to cost-sensitive classifica-

not Markov in the decision maker’s direct observables. In
such partially observable environments, decision makers of-
ten must exploit their history of interaction and reason ex-
plicitly about their uncertainty about the state of the world
during decision making, particularly if they need to take ac-
tions to gain information to behave effectively. Attempts
to learn complex environments represented with hidden

tion (CSC, see Turney 1995, Greiner, Grove, & Roth 1996).
Like standard classification, CSC is concerned with catego-
rizing unknown instances. However, CSC can be viewed
as a kind of sequential decision problem, in which the de-
cision maker interacts with a system by requesting attribute
values (running test actions). The decision maker’s perfor-
mance is the total of the individual action costs plus a charge

states (Chrisman 1992), histories (McCallum 1995a), and as for misclassification, if applicable. Diagnosis tasks formu-

predictions of future observations (Littman, Sutton, & Singh
2002) have met with some limited success, primarily in sim-
ulations.

lated as CSCs include hidden information—the identity of
the fault state—making them a kind of partially observable
Markov decision process (POMDP). POMDPs can be very

This paper explores an instance-based representation fornotoriously difficult to solve, although there is reason to be-

a special kind of partially observable environment called a
CSFR (cost-sensitive fault remediation) model. The CSFR

model captures a diagnosis-and-repair situation in which a
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lieve that CSCs result in relatively benign POMDP instances
(Zubek & Dietterich 2002, Guo 2002).

The main difference between CSC and CSFR, and the
principle novelty of our framework, is that a decision maker
in a CSFR model can use feedback on the success or failure
of a repair action to attempt an alternate repair. In CSC, clas-



sification actions end episodes, whereas in CSFR, episodesand their probability becomes zero while the probability of
continue until the fault is repaired. Although this consti- the remaining states is normalized to one. So, during a re-
tutes a relatively small change, we feel it adds significantly pair episode, every fault-state probability is either zero or is
to the degree of autonomy supported by the model. Specifi- proportional to its prior probability.
cally, CSFRs are amenable to reinforcementlearning asthey  We say that a fault stateis activeif it is consistent with
have no dependence on supervisory signals to evaluate thethe outcome of all test actions during the current episode. At
attempted classifications—as long as the system is capablethe beginning of a repair episode, all fault states are active.
of detecting proper and improper function, learning can take As the episode progresses and assuming that the decision
place. We demonstrate this capability in an implemented maker only selects test actions that have differing outcomes
network-repair scenario later in the paper. for the currently active fault states, each decision results in
In contrast to general POMDPs, faults in a CSFR remain a shrinking set of active states. It follows that the number
constant until repaired. This simplifies the construction of of decision situations that the decision maker will face is
policies compared to the general case and may enable ef-bounded by the size of the power setsf Although this
ficient approximations. Therefore, the CSFR model lies at can be a very large number, it is small enough that it has not
an intermediate point on the spectrum from the simple CSC been a bottleneck in the applications we have examined to

model to the general POMDP model.

CSFR Definition

A CSFR problem can be defined formally by the quantities:
S, a set of fault states;

Pr(s), a prior probability distribution over the statess

Ar, a set of test actions;
Ag, a set of repair actions;

¢(s,a), a cost function over actions € Ay U Ag and
statess € S,

o(s, a), an outcome or observation model over actiors
Ar U Ag and states € S.

In this paper, we assume the range of the outcome model
o(s,a) is 0 and 1. For repair actions€ Ag, o(s,a) = 1

is interpreted to mean that the repair actiometurns the
system to proper working order if afflicted with fault A
repair episodes the sequence of actions and outcomes from
the time the fault is first detected to the time it is repaired.
Note that initial fault detection and the determination that
the fault is resolved happens in the environment—outside of

date.

We can find an optimal repair policy via dynamic pro-
gramming. LetB be the power set of, which is the
set of belief states of the system. For edclke B and
a € AU Ag, define the expected value of acti@ein belief
states as the expected cost of the action plus the value of the
resulting belief state:

Pr(bo)/ Pr(b)(c(bo,a) + V(b))
- Pr(by)/ Pr(b)(c(by, a) + V (b)),
if Pr(bo) > 0andPr(by) > 0,
or Pr(b1) > 0 anda € Ap;
oo, otherwise

Q(b,a) =

Here,b; = {s € blo(s,a) = i} is the belief state result-
ing from applying actioru from belief stateh and obtain-

ing outcome; € {0,1}. If a € Ar andi = 1, we define
V(b1) = 0, as there is no additional cost incurred once a
repair action is successful. In all other cases, the value of a
belief state is the minimum action value taken over all avail-
able choices:V(b) = mingea,ua, Q(b,a). The quanti-
tiesPr(b) andc(b, a) are the probability and cost functions
extended to belief states in the natural probability-weighted
way. Specifically, letr(b) = > ., Pr(s) andc(b,a) =

> scp Pr(s)c(s,a). The conditions thaPr(by) > 0 and

the CSFR model. In addition, repair episodes are assumedPr(b;) > 0 (or Pr(b;) > 0 for a repair actiom € Ag)

to be independent.

Finding an Optimal Policy

Note that we are assuming deterministic observations in the
CSFR model. As in POMDPs, stochastic observations can

be modeled by increasing the size of the state space. Un-

like POMDPs, the expansion may require an exponential in-

in the recursion ensure that the equations bottom out; no
quantity is defined in terms of itself. This restriction rules
out only suboptimal policies that include actions that do not
alter the belief state and guarantees that the algorithm can be
implemented without considering cyclic dependencies.
These equations can be evaluated in time proportional to
2151(| Az | + |AR|)(IS| + |Ar| + |Ag|), at which point the

crease in the number of states, perhaps to one state for eactpptimal policy can be extracted by choosing the action

possible combination of stochastic outcomes. In addition,
stochastic observations can mean that there is additional in-
formation to be gained by repeating a test or repair action
more than once. Ignoring this issue is a significant limita-
tion of the current formulation.

Nevertheless, the combination of deterministic observa-
tions and the lack of state transitions provides simplifica-
tions in the state space for planning that can be exploited.
At the beginning of the repair process, the probability of a
fault s is simply its priorPr(s). After test actions have been
taken, some states are inconsistent with the new information,

belief stateh that minimizes) (b, a). Such a policy will opti-
mally trade off actions to gain information, actions to repair,
and the information gained from a failed attempt at repair, in
a way that minimizes the total expected cost of repair.

Example

Table 1 illustrates a small CSFR example with two fault
states A andB.

The planning process for this example begins with the be-
lief state{ A, B}. It considers the test actions DefaultGate-
way and PinglP and the repair actidfiglP , UseCachedIR



A B v W X 'Y Z
DnsLookup 0 (2500ms) O (2500ms) DnsLookup 0 0o ? ? 07
DefaultGateway| 1 (50ms) O (50ms) DefaultGateway| 1 0o 1 2?2 0
Pinglp 0 (B50ms) 1 (250ms) Pinglp 0 ? 0 1 1
RenewLease 1 (2500ms) O (1000ms) RenewLease 1 0o 2 ? 7
UseCachedIP | O (10000ms) 1 (25000ms) UseCachedIP | O 1 0 2?2 1
FixIP 1 (20000ms) 1 (20000ms) FixIP ? ? 1 1 1

Table 1: A small table of CSFR states. Each row lists the Table 2: A small collection of CSFR episodés,

outcome and cost of a test action (DnsLookup, DefaultGate-
way, and PinglIP) or repair actiorriklP, UseCachedIR
RenewLeasein boldface) for each of the states. The pri- an instance-based reinforcement-learning approach we de-

ors arePr(A4) = .25 andPr(B) = .75. veloped for the CSFR setting.
DefaultGateway Instance-based Representations
1 0 In instance-based reinforcement-learning, state spaces for
learning are constructed from examples of states experi-

_ enced in interaction with the environment. Instance-based
FixIP Renewl ease approaches have been primarily explored in continuous-
. . . space environments (Moore, Atkeson, & Schaal 1995; San-
Figure 1: The optimal policy for the small example CSFR. tamara, Sutton, & Ram 1997; Smart & Kaelbling 2000;
Forbes & Andre 2000; Ormoneit & Sen 2002), where learn-
ing state-action values for each possible state is infeasible.
Instead, a value is learned for each observed state. A sim-
ilarity function is used to relate non-identical observations
resulting in a pooling of experience information across dif-
ferent episodes.
Whereas continuous-space environments suffer from an
overspecificity of information—we may never see the same

andRenewLease It does not consider DnsLookup since it
neither provides information (always 0), nor has a non-zero
chance of repair. In evaluating the action PinglP, the algo-
rithm finds that outcome 0 has a probability of .25 and out-
come 1 has a probability of .75. Its expected cost from belief
state{ A, B} is then

25(50 4 cos({A})) +.75(250 +cos({B})). (1) state twice—observations in partially observable environ-
_ _ ments are typically inadequate to sufficiently specify the de-
The expected cost from belief stae } is computed re- cision maker’s situation. One way to make up for this lack of

cursively. Since all test actions have an outcome with an es- information is to view the “state” as the sequence of actions
timated probability of 0, only repair actions are considered. and observations made during an entire episode. As in the
Of these RenewLeasas chosen as the optimal action, with  continuous-space case, we now run the risk of never return-
a cost of 2500. Similarly, the optimal expected cost from ing to any situation a second time, making generalization

belief state{ B} is 20000 by taking actiofrixIP. Substi- between experiences a requirement for successful learning.
tuting these costs into Equation 1, we find the optimal ex- Motivated by these concerns, McCallum (1995b) de-
pected cost of repair from belief stafel, B}, starting with scribed an application of the instance-based approach to par-

PinglP, is 15825. The minimum over all actions from belief  tially observable domains. He defined two histories as being
state{ A, B} is achieved by DefaultGateway (expected cost similar if they match in their last actions and observa-

15675), leading to a repair policy shown in Figure 1. tions. The degree of similarity is the length of the match.
_ He demonstrated successful learning on several simulated
Instance-based CSFR Learning partially observable environments.

The previous section described how to create optimal repair .

policies for problems specified as CSFR models. A CSFR CSFR Learning

model of an application can be created through carefully su- In the CSFR setting, the number of possible history se-

pervised experimentation and fault injection €tal. 2002). quences is on the order (| Ar| + | Ar|)! since an episode

That is, human experimenters can identify the set of fault consists of an ordering of test actions and their outcomes,

states that they would like their repair system to handle, cre- along with failed repair actions. Because action outcomes

ate the symptoms of these faults, and measure the costs andare deterministic, there is no need to repeat an action twice.

outcomes for each action for each injected fault. In addition An example episode, which we’ll calf, is: DefaultGate-

to being labor intensive, this fault-injection methodology is way=1, DnsLookup=0UseCachedI”0, Pinglp=0, Re-

limited to collecting data on a small set of artificially created newLease1.

fault states instead of the problems that occur during actual  Note that the order of previous actions is not relevant for

operation. decision making. Thus, a significantly smaller space of pos-
We are interested in developing learning methodologies sible experiences can be derived by summarizing an episode

that can create and manipulate models based on unstruc-by the set of actions taken along with their outcomes. The

tured interaction with the environment. We now describe revised representation of episotfe along with four other



episodes, is illustrated in Table 2. Using this reordering ob- Experimental Results

servation, the number of distinct episodes is no more than | this section, we demonstrate the ideas behind our
gl4rl. 24171 . 2| Ap| since each test action has an outcome  instance-based learning algorithm for the CSFR model in a
thatis O, 1, or ? (not yet executed), at most one repair action network-repair scenario.

can be successful, and the others have outcomes of 0 or ?.

Our instance-based approach begins with a set of episodes'\le'[work Repair

E. Fore, € E ande, € E, we use the shorthand C e As our dependence on the Internet grows, continuous avail-
to mean that all actions that appeareinalso appear i ability of network services is important. Recoverability from
with the same outcome. For example, note tHat Z in events that impair functionality is therefore becoming a fo-
Table 2. cus of software-systems research. Work has been done to

) ) ) systematically study and classify the kinds of faults that
One method for applying the CSFR planning algorithm  can occur in a system, ranging from hardware and config-

from the previous section to a set of episodewould be to uration faults (Liet al. 2002) to faults generated as a re-
find a small set of fault states thebversa set of episodes. sult of executing corrupt processes/applications (Behed.
That is, we'd want a set of statéssuch that, for every € 2004). Our initial learning-based approach to diagnosis and
E, there is some € S such thak C s. However, explicitly repair complements existing systems research by providing
finding such a set of fault states is likely to be hard. a framework for flexibly introducing information gathering

and repair actions to a self-healing system without the need
Proposition: Finding a set of fault states that covers a set for detailed hand tuning; the system discovers the relation-
of episodes is equivalent to graph coloring. This implies ship between observed faults and optimal repair actions.
that even approximating the smallest set of fault states for  In our first experiments, we focus on recovering from
covering a set of episodes is hard (Blum 1994). For example, faults that result from a corrupted network-interface con-
if the size of the smallest set of fault states that covers the setfiguration. We model the computer system as a CSFR and
of episodes i, no algorithm can be guaranteed to find a  have implemented a set of triggers to detect faults. A repair
set of fault states that covers the episodes of size less thanepisode is initiated if any change is detected in the network
n® for somee > 0 in polynomial time unless P=NP. configuration. Elapsed time is the cost measure the planner
seeks to minimize. A repair episode terminates when the
Proof sketchh We present a reduction from graph coloring system can reach the wide-area network.
to the problem of finding a minimum set of fault states. Take Our test and repair actions were implemented in Java in a
a graphG and create a set of episodes as follows. We have Windows XP environment. The test actions were:
a test action for each edge ;) that appears it. We also o pjyggedin Runs ipconfig to see whether or not the system
have an episode for each vertex@h The outcome of the iS connected to the network.
test action corresponding to ed@fej) € G in the episode ] ) i .
corresponding to vertek is O if k — i, 1 if k = j, and ? ° MS Returns 1 if the network interface is wireless,
otherwise. As a result of this construction, two vertices in 0 otherwise.
G have an edge between them (meaning that can’t be as- e Pinglp Pings the current IP address of the local machine
signed the same color) if and only if their corresponding and indicates whether or not it is reachable.
episodes conflict—they are consistent with different under- | PingLhost Pings 127.0.0.1, returning 1 if it is reachable,

lying states[] 0 otherwise.

Instead of identifying a minimum set of states to coverthe ® PingGateway Pings the network gateway, returning 1 if
set of episode&, we change the CSFR planning algorithm itis reachable, 0 otherwise.
from the earlier section to use subsegtss belief states. We e DnsLookup Checks to see if DNS is working properly
say that an episodec F is active if the current episodeC by executing nslookup on an external server. Returns 1 if
e. As an upper bound, the number of belief states cannot be  the attempt is successful, 0 otherwise.

larger thar2!”!. However, in practice, far fewer belief states DefaultipAddr Checks to see if the IP address is a valid

are considered during planning (see the results section). We  [gcal address by performing a logical “or” with the net-
hypothesize, but have not yet proven, that thereis abound of 55k

the formce - 2/5! on the number of belief states encountered

during planning. e DefaultNetmaskChecks to see if the netmask is valid by

comparing it with previously stored valid netmask values.
One interesting difference between our instance-based , pefaultNameServeReturns 1 if the DNS is valid and if
reinforcement-learning algorithm and that of McCal- an external server can be looked up.

lum (1995b) is that the state space for planning is that of : L
belief states formed by subsets of instances instead of indi- ¢ DefaultGateway Checks to see if the gateway setting is

vidual instances. This provides a more direct approachtothe ~ valid By comparing it with previously stored valid gate-
problem of taking actions to gain information. We hypothe- ~ Way values.

size that our representation trades additional computation in ¢ DHCPEnabled Returns 1 if the network interface is
the planning stage for more efficient use of available data. DHCP enabled, otherwise 0.




e PnPReachDnsTries to establish an http connection with PingGateway

a remote server. Returns 1 if the attempt is successful, 0 0 1
otherwise.
The repair actions were: . Prae Prae
e Renewl ease Renews DHCP lease. / \1 V \1
e UseCachedIP Restores settings for the IP parameters to DNSLookup  UseCachediP  UseCachedIP FixIP
cached values in an attempt to fix the network configura- V \1 o\ o\
tion. ) : .
RenewL ease FixIP FixIP FixIP

e FixIP: Pops up a dialog box, asking the user to input cor-
rect network parameters. For the purpose of our auto-
mated experiments, we had the system read correct net- UseCached!P
work parameters from a file.

o

Figure 2: A learned policy for the network-repair domain.
Results ,
1

The network-repair system runs in the background on a belief states
workstation, initiating repair episodes when problems are 104 distinct fault states ——
detected. Although we have anecdotal evidence that the sys-
tem is able to repair naturally occurring faults, including a 8
loss of authentication on our local wireless network after a
timeout, we needed a methodology for collecting fault data 6 j
more quickly. [

We constructed a separately running piece of software we
called the “breaker”, programmed to introduce any of the
following faults:

e Set bad static netmaskivokes netsh, a windows config-

0 T T T T T T T T T
0 10 20 30 40 50 60 70 80 90 100

uration program, with a bad value for the netmask. EPISODES
¢ Set bad static gatewajnvokes netsh with a bad value for _ ) o
gateway. Figure 3: Growth of fault states and belief states with in-
e Set bad static IP addressvokes netsh with a bad IP ad-  ¢"€2s"N9 number of episodes.
dress.
e Set bad static value for DNS servénvokes netsh with a UseCachedIPas the backup repair actionRenewlLease
bad value for DNS. works differently fromUseCachedIPand FixIP in that it

e Set DNS to DHCP with no lease Invokes netsh with obtains the IP parameters dynamically. In almost all the
DNS set to use DHCP and then cancels the DHCP lease. other casesUseCachedIP being cheaper thaRixIP, is
e Set IP address to DHCP with no lease Invokes netsh tried first with FixIP used as a backup action. The excep-

with the IP address set to use DHCP and then cancels the 1ONS @ré the two cases whefeIP is tried without trying
DHCP lease. UseCachedIR which stems from the lack of adequate ex-

ploration. Aside from these imperfections, the policy ap-

e Lose existing DHCP leaselnvokes ipconfig to release  pears perfectly suited to our test domain.

the DHCP lease. We measured the number of belief states encountered dur-

For our data collection, we ran the network-repair soft- ing the planning process as a measure of planning complex-
ware concurrently with the breaker to inject faults. Faults ity, along with the number of distinct fault states encoun-
were selected uniformly at random from the list above and tered. Although our best upper bound on belief states is ex-
executed at regular intervals of approximately two minutes, ponential in the number of episodes, it is evident from Fig-
providing ample time for recovery. ure 3 that the number of belief states does not grow nearly

During learning, we had the system choose actions greed- this fast. Itis roughly twice as large as the number of distinct
ily according to the best policy found for the previous fault states, which itself grows quite slowly with the number
episodes. If the system reached a current epigodach of episodes in the database, increasing only when new fault
thatg Z e for all episodes: € FE, the system executed all ~ states are encountered.
test actions and all repair actions (until one was successful) Five test actions were used as triggers to detect failures
approximately in order of increasing cost. Each epis¢de and initiate repair episodes. They were DefaultlpAddr, De-
resulting from executing all actions was clearly a distinct faultNetmask, DefaultNameServer and DefaultGateway. A
fault state. repair episode began if the value of any of the test actions

The learned policy after 95 repair episodes is illustrated changed. These test actions were run every few seconds.
in Figure 2. In this policyRenewlLeases attempted only Note that since the outcomes of these tests were known at
when PingGateway, PinglP and DNSLookup all fail, with the beginning of the episode, they can be included in the




initial episode used in planning “for free”. Our runs that in-
cluded triggers generally resulted in more efficient policies,
although were less interesting from a learning standpoint as
they generally needed no additional tests to select an appro-
priate repair action.

Beyond the network settings discussed above, we also
created a preliminary implementation of a test action that
monitors processes to identify those consuming more than
90% of CPU time and a corresponding repair action to termi-
nate such processes. We feel a more complete system would
include checks to see that other resources such as network
bandwidth and memory usage also remain within appropri-
ate limits.

Conclusions

This work demonstrates an approach to learning for auto-
nomic network repair. Although we have explored several
other scenarios to which our cost-sensitive fault remediation
model can be applied in simulation, our experience imple-
menting the learning algorithm on a live network helped il-
lustrate the robustness of the basic idea, and also indicated
that we should revisit some of the underlying assumptions
in our model.

The CSFR model assumes that episodes are independent.
While this is true to a first approximation in the network-
repair setting, we found many cases in which the effect of a
repair action or an injected fault lingered from one episode
to the next. For example, several repairs have the side ef-
fect of enabling or disabling DHCP. Enabling DHCP in one
episode means that the system will not encounter static IP
problems in the next, leading to a non-stationary failure dis-
tribution.

In our study, we used action-execution time to define
costs. In practice, an additional significant action cost is its
impact of the user, either due to the need for the user’s in-
volvement (like “Check if the network cable is plugged in™)
or because of the action’s effect on other system functions
(like “Reboot”). These costs are easily taken into consid-
eration in the model; the difficulty is how to measure them
during learning.

Our model also assumes that test and repair actions have
no side effects apart from the possibility of fixing a failure.
Not only is this assumption violated in the case of repair
actions that alter, and possibly worsen, the network configu-
ration, but it limits the types of actions that can be included
and how they are used.

Two other issues worth mentioning are the assumption of
stationarity in the fault distribution and the lack of explicit
exploration to learn more effective repair strategies. These
issues are ubiquitous concerns in reinforcementlearning and
we plan to study them in future work in the context of auto-
nomic diagnosis and repair.
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