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Abstract— We propose to secure location aware services adversaries because there is no central coordinator, which
over vehicular ad-hoc networks (VANET) with our geographical makes it hard to impose admission control. The routing
secure path routing protocol (GSPR). GSPR is an infrastructure e chanism and the routed data both can be attacked. Secur-

free geographic routing protocol, which is resilient to disrup- . . . . .
tions caused by malicious or faulty nodes. Geographic locations ing location aware services in VANETS while simultaneously

of anonymous nodes are authenticated in order to provide Protecting location privacy is an interesting problem.
location authentication and location privacy simultaneously. Securing ad-hoc routing is challenging because of the

Our protocol also authenticates the routing paths taken by |ack of pre-existing routing and security infrastructures
gg‘g'}g“g'ecnazssggggsr-am? r?)i?iﬁrg Fgﬁféggﬁ t?ﬁedg\fgﬂegg t(k;;a Nodes must create the routing infrastructure without using
location authentication is investigated under various scenarios g'op"’," knowledge. Lack c.)f. secure node |de.nt|f|cat|on IS an
through network simulation. Results show that although the —additional challenge. Malicious or compromised nodes may
presence of malicious nodes increases the routing path length, pose as new nodes, or as known good nodes. Existing secure
a data delivery rate of larger than 80% is sustained even if ad-hoc routing proposals have assumed various degrees of
40% of the nodes are malicious. infrastructural support for addressing these challenges.

In this paper, we design anfrastructure-freesecure ge-
ographic routing protocol. The significance of our apprgach

Advancements in the availability and capability of vehicin comparison to existing location authentication work, is
ular computers have led to the creation of vehicular ad-hafat it does not require out-of-band communication or share
networks, or VANETSs. Creation of location aware servicegecret initialization. Our solution is able to achieve ad-
is an important abstraction for providing useful serviceshoc security management by introducing inter-nodal pétiod
Location aware services permit vehicular computers and thgyroadcast messages for monitoring node behavior. We also
operators to make location oriented queries. Location @wagevelop a novel method callegographic haslor encoding
services can help in navigating traffic, selecting convenie ynforgeable geographic location data. Superior resourze p
routes, and querying various infrastructure services likgisioning of vehicular nodes makes our solution reasonable
service stations along the travel route [1]. Although priognd efficient for VANETS.
research has addressed location aware services in a benigtur geographical secure path routing (GSPR) protects ad-
environment, these services require location authefditat hoc routing against malicious nodes and passive advessarie
in order to be credible in a hostile environment. Exampleshe routing protocol operates on location aware anonymous
of such environments would be personnel and equipment @dydes to provide privacy preserving secure geographic rout
battlefields, and vehicles on highways in mobile commercgg for ad-hoc networks. The protocol has the following
scenarios. Securing location aware services by authéntica goals:
node locations in a VANET is the focus of this work. « Route messages to desired geographic locations in the

Geographic routing is an established protocol for routing  presence of malicious nodes. Detect and avoid bad ge-
in ad-hoc networks [2], [3], [4]. It relies on nodes knowing  ographic regions containing malicious or faulty nodes.
their geographic locations, and using their one-hop naighb |, Authenticate self-generated public keys and geographic
for routipg messages to target geographic destinatiqnsl.—Mo_ locations of nodes on the routing path.
ern vehicles typically have an on-board GPS device. Thighe gyerhead introduced by the protocol is investigated in
makes geographic routing particularly suitable for rogitin \arioys operational and attack scenarios using the NS2 net-
in a VANET. Similar to other personal wireless devices,,qrk simulator [5]. Due to space limitations, the corresgie

in VANET vehicles are typically used by a single personyhg attack resistance of the protocol are addressed in an
or family. Therefore, location privacy is usually a concernyyiended paper [6].

for people when using the services provided by VANET. The rest of this paper is organized as follows. An overview
VANETSs are also vulnerable to malicious nodes and otheft geographic routing is presented in Section II. Sectidn I

* This work has been supported in part by the Rutgers Unibe@CC discusses the geographic authenticatior_1 model use_d for the
Pervasive Computing Initiative Grant and by the NSF grant @§80123. proposed secure routing protocol. Section IV describes the

I. INTRODUCTION



11.118N 55.563W A. Assumptions
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All the nodes are assumed to know thejeographic
locations The protocol operates on integer co-ordinates,
(1110,5556) (1111,5556} which can be constructed by scaling the geographic co-
ordinates with a global constant. For example, as shown
in Figure 1, the integer co-ordinatgd4111 5556} of node

© A can be derived from the geographic location. 11BN,
, 55.563W by applying a scaling factor of 100. Nodes
é generate their own public-private key pairs. We also make

standard assumptions about the non-invertibility of papul
cryptographic functions.

N o of Hie locat g et Nodes are identified througlshort-lived pseudonyms

O inten S o, 9eccratic ocalo a1 sger SOTIS  These pseudonyms are also used as physical level node
55.563W is a geographic location. identifiers in order to prevent physical level identificatio
attacks. Pseudonyms are constructed from a pseudo-random
number generator. This ensures that pseudonyms can not

be used to derive real node identity. Nodes are assumed

GSPR protocol.  The performance of GSPR in varioug, sjlence transmissions while changing pseudonyms. Nodes
operational and attack scenarios is investigated in Sedio .5 also estimate the number of one-hop neighbors either

Related work is discussed in Section VI, and Section V'by listening to local transmissions or by knowing the node

{1110,5555} {1111,5555}

presents the conclusions. density. These capabilities are sufficient for using mixeson
Mix zones are regions with sufficient node density, which can
[l. PRELIMINARIES provide large enough anonymity sets to support the desired

) o level of anonymity [8]. Changing pseudonyms within mix
Geographic routing is a well researched approach for adynes prevents node tracking by making it impossible to
hoc routing [2], [3], [4], [7]. Nodes are expected t0 knowaggqciate a series of pseudonyms with a physical node. This

their own geographic locations, and to share it with thec'f)rotects the location privacy of participating nodes.
one-hop neighbors through periodic beacons. The periodic\y,e 3ssume thairomiscuous modesception is enabled on
beacons allow each node to know the geographic locatiofge networking adapters. Nodes overhear all transmisgions
of its one-hop neighbors. their one-hop neighborhood, which enables detection of ma-
Messages carry their target locations as they are routggious activity in the one-hop neighborhood. The underdyi
through the ad-hoc network. Under the assumption of bidjata link layer is expected to handle the hidden terminal
rectional connectivity, geographic routing can be effitfien proplem, packet collision, and asymmetrical connectivity
implemented on a planar sub-graph of the one-hop cofssyes. Node connectivity is assumed to be symmetrical and
nectivity graph. A number of planarization approaches havsilient to packet losses caused by collisions or jamming.
been developed, and each can lead to a different subset of\jgde communication rangés assumed to be limited
neighbors to use for routing. Once the choice of neighbofg one-hop neighborhood. The one-hop neighborhood is
to use for routing is made, the next hop can be determingghynded by a maximum distané@ The maximum range
by greedily selecting the next hop to minimize the remainingjstance is assumed to be a fixed global constant, which
distance to the target geographical location. Greedy fatwa gepends on the link layer technology being used. For ex-
ing fails if there is no next hop among the neighbors thaémme, in an outdoor IEEE 8QPL peer-to-peer wireless
is closer to the destination. In this case, geographic mguti network, the maximum range is limited to a few hundred
makes progress by entering the perimeter mode, in which thgeters. Violations of connectivity radius are detected an
next-hop is selected to traverse the perimeter of the regiQBsylt in the offending node being eliminated from the
where greedy forwarding fails. Perimeter mode forwardingecyre routing protocol. Limited connectivity radius is a

continues as long as there is no better greedy next hggasonable assumption in the context of standardizedesisel
neighbor and the initial location where the perimeter modgetworking hardware.

started is not revisited again. Geographic routing is sémpl o
and efficient. The state required at each node depends ofly Definitions
on the node density. Consistent with traditional geographic routing [4], aleth
nodes are located on a plane. Every npdeas a geographic
1. M ODEL location: Locatiofip) = (px,py). The integer co-ordinatesy
and py of the node are computed by scaling the geographic
This section discusses the assumptions, the problems beingation with the global scaling factor. Each nogehas a
solved, and the notation used in the paper. The participarsblic keyKy such that a message can be secretly sent to
in our geographical secure path routing protocol are reerr p by encrypting with the well known public key d&,(m).
to as nodes in the rest of this paper. The corresponding private keyal is only known top, and



fog(x) Function composition off and g, i.e. ] Category Specific Threat \
f(9(x)). Routing attack Dropping messages
Kp  Public key of the nodep. Routing in the wrong direction
K,t  Private key of the node. Data attack  Payload modification
{x}p A message consisting of string signed Control data modification
by nodep. Malicious node Reporting false location
(Px;Py) The geographic location of node, also Directional transmission
represented as Locatiqp). Transmission power changes
(Px,py)  Integer co-ordinates of node derived by Tracking node location
scaling its geographic location. TABLE I
AN(p)  The set of nodes in the one-hop neighbor-
OVERVIEW OF THREATS HANDLED BY GSPR
hood of nodep.

TABLE |
NOTATION

the public key of the discovered node and the secure routing

path to it. Message integrity is guaranteed for both quedy an

response messages. Next-hop nodes for the query messages
can not be computed frodd,. All the messages transmitted are determined by geographic routing, while the response
from p are digitally signed with the private ke&,;l. The message is source routed on the reverse path. The security
notation used in this paper is summarized in Table I. properties of GSPR protocol are listed below:

We consider attacks from both malicious and faulty nodes. DEFINITION 3 ( Properties of GSPR protocol f5iven
Malicious nodes may intentionally try to give incorrecta messagedt starting at nodes with the destination
responses, while faulty nodes may be attacked and hageographic locationD, a geographic secure path routing
incorrect inputs to offer. Honest nodes are distinguishedhf (GSPR) protocol is secure if the following properties hold:

malicious or faulty nodes as follows: . If there is a secure routing pagf(s,d) from the source

DEFINITION 1 (Honest Node)An honest node knows nodes to a noded located within one-hop distance of
its correct geographical location, follows the maximumgan the destination locatiorD, then9t is routed tod.
constraint, and executes the GSPR routing protocol cdyrect + The destination nodéd receives the secure routing path
Otherwise, the node is called malicious or faulty. S(s,d).

The ad-hoc network consists of honest and malicious « On receiving the returned response, the source rsode
nodes. These nodes may be placed at arbitrary geographical gets the correct public kegy of the destination, and the
locations. Nodes become candidates for geographic rout- secure routing patis(s,d) traversed by the message.
ing depending on their geographic location. Routing paths
consist of sequences of nodes. Each node on the routifig Threat model
path is responsible for forwarding the message towards thep summary of threats is given in Table Il.  Attacks
geographic destination. Honest nodes in the one-hop neigkhn be mounted on the routing mechanism by dropping
borhood of forwarding nodes are called honest witnessegy incorrectly forwarding messages. Incorrect forwarding
The presence of honest witnesses allows the protocol fReans forwarding messages towards incorrect directios, a
secure geographic routing while forwarding messages.  ncludes classical attacks like routing loops and wormsole

Geographic routing allows packets to be routed to destittacks on routed data could target the payload or the cbntro
nation locations. The routing protocol will return a fadur data required for protocol operation. Control data susiciept
message if there are no nodes in the one-hop neighborho@dmodification includes node identifiers, node locatioms| a
of the target location. If the one-hop neighborhood of thether data fields governing the routing protocol.
target location has one or more nodes, then each of them isNodes are also vulnerable to attack in an ad-hoc net-
considered a valid destination. Our GSPR protocol is ablgorking environment. Compromised nodes can be controlled
to identify malicious and faulty nodes and to choose onlyy an attacker, causing them to behave maliciously or
honest nodes to operate on. The routed packets are expeqigsbrrectly, as defined in Definition 1. Malicious nodes may
to reach target locations by using secure routing paths onso collude to continuously track the location of a node,

DEFINITION 2 (Secure Routing PathA secure routing thereby violating its location privacy. In the case of nodes
path consists of a sequence of honest nodes, each of whigdving home locations, location privacy violations alskena
is the one-hop neighbor of its predecessor. anonymity violations more likely.

Participation in our protocol allows nodes to find a secure A number of low level attacks are possible against wireless
routing path to the destination. The source node requesid-hoc networks. The jamming attack blocks radio trans-
for a node located near the desired geographic locatiomissions in a given geographic region, thereby preventing
GSPR finds an honest node in the one-hop neighborhotite routing protocol from using that area. Jamming can be
of the location if possible. The returned response contairtackled with spread spectrum techniques [9]. Other lowlleve



(rH,00,) (H™().H () Each nodeB in the neighborhood ofA computes the geo-
graphic hash oA at B as follows:

A distance D
m GH(A,B) = (rAaZAAX mod p,rAa™® mod p)
distance distance where Ax and Ay are the differences in the integer co-
| | ordinates related to the geographic locatiorAcindB. The
nodeB expires the geographic hash after time intefygl
In our protocol,B learnsA’s location from A’'s periodic
S : B beacon messages, which will be described in the next section
(ror) d'St:qnce (H ™)) The geographic hash is a tuple of integers computed by

repeated applications of one-way functions to the locally
Fig. 2. Using one-way functions to create geographic hashesnd Hy known ge_ographlc hash of a node. Sl_nce the cons_truct|on_ of
are one-way functions that are applied to maintain geogealpiish values geographic hashes encodes the relative geographic Insatio
at different geographical locations; is a random nonce published by node of nodes, the computed geographic hash values would be
S and s used to compute the geographic hash of fode identical across different calculation paths. Note that if

nodeB lies aboutAy andAy, the calculated geographic hash

values would disagree as long as there is an independent
attacks include transmission power changes and diredtiorealculation path having honest nodes. This would result in
transmissions. These attacks are detected by the protedol analicious node detection as discussed in Section 1V-D.1.
the responsible nodes classified as malicious.

IV. GEOGRAPHICAL SECURE PATH ROUTING B. Beacon

The details of our geographical secure path routing proto-
col are described in this section. Each of the building bdock
geographic hashes, periodic beacons, geographic roatiayg
malicious node detection are presented below.

Nodes are required to know one-hop neighbor locations
for geographic routing. This is achieved by having the nodes
' transmit a periodic beacon containing the node identifier an
location. Nodes continuously listen for beacons from neigh
boring nodes. The information gathered from the received
beacons is stored in memory in order to support geographic
We develop a novel method, called geographic hashes, f@juting. Our protocol extends the beacon to include the
encoding relative geographic positions of two nodes. Owuplic key and the random nonce selected by the node. This
solution associates unforgeable transient geographisesas ensures that public keys of nodes are well known in the one-
to relative geographic positions, as shown in Figure 2. Aenothop neighborhood. The beacon also includes locations and
maintains a set of integer tokens called geographic hashggographic hashes of neighboring nodes. Beacon messages
each of which associates a secret with a geographic locatigte digitally signed with the private key of the node and are
The secret cannot be obtained by the nuodinout bEing in broadcast to all the One_hop neighbors_

the vicinity of the corresponding location. On the otherdian  HerINITION 5 (Periodic Beacon)Each nodep periodi-

the knowledge of knowing the secret can be verified remotely,, hroadcasts a beacon message containing its geographi

by anyone, which is due to the one-wayness property.  |,cation, random nonce,, public key Kp, neighbor infor-
Gepgraphlc hashe_s are created throu_gh modular arithmetigation listQ, and a set of geographic hast@nown to it.

Consider a large prime and a generating numbey such e peacon message is broadcast to all nodes in the one-hop

that the functionf (x) = & mod p mapsZj = {1,...,p—1} neighborhoodA((p) of p as shown below:
onto itself. Each integeh € Z}, can be used to represent A(p) {{ Locatior(p)} 1.Kp. O, G M}
p p7 p po Py NPy R R p

a one-way functiorH (x) = (a")* mod p since the discrete
logarithm problem of findingx, given y = a* modp, is .
believed to be NP-hard. Geographic hash is formally defined Where Q= {{q7 Location(g)}4| g€ N(p)}

as follows: and G = {(q,GH(q, p)) | Distancdg, p) < 2R}
DEFINITION 4 (Geographic Hash)Each nodeA peri- and M= {(q, Evidence)| q is malicious}

odicall blishes the following geographic hash paramsete
'cally pubi Wwing geographi P The periodic beacon permits sharing the information used

a large primep, a generaton for Zx = {1,...,p— 1}, three L . X ) . .

integgers%A, neﬁeA g Z:, and a timpe irftervahi ingicating fpr va}lldatlng rout!ng act|ops. Sharing thg neighbor infiar

the expiry time for a single version of the geographic hasHon list Q helps in deteptmg false location attqcks among
The geographic hash oA is initialized to (ra,ra) at the set of one-hop nel_ghbors. Tht_a geographic hashes of

A, whererpa is a random nonce selected By Successive nodes Iocat_ed within twice the maximum one-hop radius

versionsrafi] andrali 4+ 1] of the random nonce satisfy: are stqred In memory. These geographic has_hfas are shared

with neighboring nodes in order to detect malicious routing
rafi +1]a® mod p = ra|i] behavior beyond the one-hop neighbors.

A. Geographic hashes



« BEGIN FORWARDING
The source nodsbegins routing the payload to the destination locatiariThe message contains a location ligt= [Location(s)]
and a random nonce selected by the source node.
S — po {Forward D, rs,Ls, Payload s
¢« GEOGRAPHICFORWARDING
Each nodep; on the routing path forwards the message to the nextfop which is determined by geographic routing.
P —  Pisl {Forward D,rs,LL;i_1 + [Location p;)], Payload;
The operation also causes a “local response” message to be retortiedprevious hop nodp_1. The local response contains
public key, node identifier, and geographic hash information abouteékehop node:

P_1 < pi {Local Responses, KFjil(rS)?(Kle, Pi+1, Location(piy1), GH(pit1, P)) }i
« END FORWARDING
On verifying the integrity of the received message, the destination dogkends back the “recursive response” to the source.
The recursive response contains the locationlligtand the public key lisPy = [Kq] of nodes on the reverse routing path.
P1 — d {Recursive Responsky, rs,dg = Ky (r's), Pa}a
¢ REVERSERESPONSEFORWARDING
The location listLy is checked to ensure the current nogeis on the reverse route. If so, the current public key listis
generated by appending the public K&y to the received lisPi;; . The following message is transmitted to the nqgle; on
the reverse route:
Pt — P {Recursive Responseq,rs, Ky X(i+1), Pi};
o VERIFICATION
The verification operation permits the source nede verify the public keys along the routing path received in the keyPlist
This is done by checking that the valgg received in the recursive response message satigfiesp, o Kp, o...o0Kq(dp).

Fig. 3. Geographical Secure Path Routing Protocol

C. Routing protocol a temporary effect. Avoiding temporary blacklisting is r@ot

The GSPR protocol has a two step query-response méaal of the protocol, and is not consid_ered furt.her. M.aLisio.
saging model. Payload and control data are sent towaragdes are dgtected both by checklng.for inconsistencies
the destination location, as is done in traditional geogiap N the periodic beacons and by checking the correctness
routing protocols. The returning source routed acknowled@f 9eographically routed messages and their reverse source
ment completes the protocol. Figure 3 exhibits a concid@uted responses.
description of the protocol. Protocol messages are digital 1) Beacon validation:Periodic beacons are received from
signed with the private key of the sending node. Forwarding€ighboring nodes. Beacons are stored in memory and their
nodes verify digital signatures in order to detect malisioucontents used for detecting malicious nodes. Nodes launch-
behavior. The geographic forwarding step of the protocol nd"d false location attacks are detected by applying theeang
only forwards the payload to a next-hop selected accordirfgPnstrain®R. All nodes report on the location and geographic
to geographic routing, but also sends back a local responash of two-hop neighbors. Each node constructs a number
containing the geographic hash of the next-hop node. Sin&& mappings from pseudonym to location, one received from
geographic hashes are unforgeab|e, the local response hégCh neighbor. Small inconsistencies in location are Eﬂhor
in identifying malicious nodes and selecting alternativéS location errors.  Larger inconsistencies permit the node
routes in case of attack. The geographic forwarding st conclude that its one-hop neighborhood has malicious
builds up the routing path which is used for routing théodes and is a bad neighborhood. Nodes located in bad
reverse response back to the source. On receiving the eevepgighborhoods do not forward messages, but continue to
response, the protocol completes by authenticating thicpubtransmit the beacon in order to propagate geographic hashes
key of the destination node. Due to page limit, we refe@nd malicious node information.
readers to the full version of our paper for details of the 2) Forwarding validation: Operating in promiscuous

GSPR protocol [6]. mode permits overhearing wireless transmissions of ompe-ho
o ) neighbors. Incorrect forwarding is detected and the incor-
D. Malicious node detection rectly forwarding nodes classified as malicious. Message

Malicious node detection is based on the broadcast nferwarding operations of GSPR can be abstracted to a
ture of wireless communication and is modeled after thsimple multi-hop ad-hoc forwarding protocol as followsitLe
watchdog protocol [10]. Nodes listen to the transmissidns &, B, andC be successive hops on a routing path. All the
their neighbors in order to detect malicious nodes. Malisio transmissions made B must be received by because of
nodes are not used for routing. Honest nodes witnestiie one-hop neighbor relationship. Therefofecan detect
ing malicious activity will warn neighboring nodes throughif B fails to forward a message by listening for the next-hop
the periodic beacon. Watchdog protocols are vulnerabteansmission. In this case, the honest previous hop Wode
to blacklisting attacks. Because the GSPR protocol usesn identify the malicious nod@ without the need for other
temporary pseudonyms, a blacklisting attack can only havenest witness nodes. Similarlfx, can check the overheard



next-hop transmission (frorB to C) for malicious payload assess the performance of GSPR. We modified the simulator
modification or control data modification. Data tampering byode to keep track of malicious or honest nodes. The routing
B is detectable as the message frBro C is digitally signed mechanism was also modified to operate in the base mode
with the private key oB, which can be verified byA because or to avoid malicious nodes for routing.
of being in the one-hop neighborhood. In the case thatBoth The objective of this evaluation is to compare the
andC are maliciousB can forward the message correctly torouting performance and attack resilience of tradi-
C, and later collude by not reporting a malicious forwardingional insecure GPSR protocol against our proposed
by C. This collusion case is detected by the honest witneggographical secure path routing protocol. We select per-
nodeG, which is the one-hop neighbor &f B, andC. Due centage rate of data delivery and routing path length as indi
to space limitations, we refer the reader to [6] for prooftthacators of routing performance. The comparative evaluaifon
such honest witnesses will exist given sufficient node dgnsi the two routing protocols is done for various combinatiofis o
and that the presence of the honest witness will peAntt  node density, mobility, and the presence of malicious nodes
recognize thaB andC are malicious.

On encountering malicious nodes, the previous hop noge Node density
A will find another route to the destination or send back a GPSR and secure routing were simulated on NS2 using
routing failure to the source. Nodes also check the intggrit

. : . one constant bit rate source per node. Simulation is done
of messages and feasibility of routing paths by validathey t . .
X L : OV with stationary nodes randomly placed on a square area
geographic location list. for maximum transmission limi.

o . \Hith side 800m. The number of nodes was varied from 20
Messages violating the range constraint are dropped, @nd tto 50 to create a number of node density scenarios. The

previous hop node classified as malicious. The security of ou:

. : . . imulation was run for 300 seconds of simulated time. An
protocol is shown in the extended version of this paper [6 average of 10 runs was used in the following observations
THEOREM 1:Let R be the node connectivity radius. 9 9 '

If the honest node density is greater thé%, then the The delivery rate was calculated by counting the number

. ; . f application packets sent and received. Path length was
%ﬁggazzfﬂlnieggseﬁ?g-rouung protocol provides the fogomputed by tracing GPSR packets through forwardings. As

. shown in Figure 4, the baseline GPSR protocol attains a high
« Messages are routed through secure routing paths. percentage of packet delivery. This is consistent with Karp
« The destination node receives the secure routing patiypseryations in [4]. It can be observed that introducing 20%
« The source node receives the secure routing path apgjicious nodes severely impacts the effectiveness of GPSR
the correct public key of the destination node. _as demonstrated by the reduction in delivery rate. Geograph
The basic idea behind the security of our protocol igecyre path routing is resilient to the malicious nodes. Its

that given high enough honest node density, every malicioyivery rate closely replicates the rate achieved by GRSR i
forwarding will be detected. Using beacons for spreading benign environment.

information within the two-hop neighborhood permits de- 1,5 imnact of incorrect routing introduced by malicious
tection of malicious nodes and bad neighborhoods beyo des is shown in Figure 5. Given the node range of 500m

the one-hop direct observation range. False location slaim 4 1o 054kn? node placement area, we expect nodes to
are handled by unforgeable geographic hashes. Detectiontfg about 2 hops away in the greedy routing case. This is

ma”Cio!JS forwar.ding and geographic hashes work togeth%nsistent with our average reading 088 hops for GPSR
to provide security to our protocol. in a benign environment. We also note that secure routing

V. PERFORMANCE ANALYSIS incurs an overhead on the routing path length by routing

Performance of geographic secure path routing is analyzgackets around malicious nodes. The average number of hops

by the NS2 network simulator [5]. Although NS2 has suppor_or geographi_c secure path routing with_ 20% malicious no_des
for wireless and mobile ad-hoc network simulation, geo'—S 1_0'37’ an increase of about three times over GPSR in a
graphic routing is not available in the standard NS2 cod&?.enlgn environment.
Therefore, we use the patch provided by Kiess [11], [12%
that maintains Karp’s original implementation of GPSR [4].”"
The patch simulates IEEE 802.11 MAC layer with a node Malicious nodes publish an incorrect location on their
range of 500m. It provides support for mobility through thebeacons. We modify the published location of the malicious
random way point model [13]. node to appear as the closest neighbor for the packet being
Geographic routing makes all routing decisions basefdrwarded. This allows malicious nodes to falsely beconee th
on the local one-hop neighborhood. Since secure routingext hop neighbors. Malicious nodes also forward the packet
detects and avoids malicious nodes, the changes to rott- a random neighbor in violation of geographic routing
ing performance can be evaluated by changing the routimgles. The effect of malicious nodes on GPSR and geographic
behavior to avoid malicious nodes. The remaining protocaecure path routing is studied by running an NS2 simulation
operations just authenticate node locations and publis kewith varying proportions of malicious nodes in a universe
without affecting routing. Therefore, we change only theof 42 stationary nodes. These nodes are placed randomly
local routing behavior of geographic routing in order toin a rectangular area of.3km by Q5km. Observations are

Effect of malicious nodes
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Fig. 8. Effect of mobility on data delivery rate for baseliresse and with Fig. 9. Effect of mobility on routing path length for baselioase and
10% malicious nodes. with 10% malicious nodes.

collected by averaging over 10 runs of 300 seconds d@eographic secure path routing incurs a more modest over-
simulated time. head by rejecting malicious nodes for routing.

The data delivery achieved in the presence of maliciou¢ Effects of mobilit
nodes is shown in Figure 6. It can be observed that insecure y
geographic routing is very sensitive to malicious nodee Th The effect of mobility on data delivery rate is given
delivery rate falls rapidly even with a small percentage oin Figure 8. Mobility improves the data delivery rate of
malicious nodes. The simulation also indicates that n@aligi secure routing because mobility allows nodes to discover
nodes do not affect the delivery rate of our secure routingnew honest nodes. This effect is also found in the insecure
The secure delivery rate falls from close to 100% in a beniggeographic routing to a smaller degree. Geographic rotring
environment to about 90% when 40% of the nodes ar@secure environment becomes less effective with inangasi
malicious. The effect on forwarding path length is showmobility because of increasing chance of inaccuracy in one-
in Figure 7. The path length shown by insecure geographlop node locations. We also note that mobility reduces the
routing grows by orders of magnitude as the malicious nodgmth length of secure routing, as shown in Figure 9. This
force the insecure protocol to route in incorrect direcion happens because mobility increases the chance of discover-



ing new honest nodes in the one-hop neighborhood.
VI. RELATED WORK (1

Secure routing in ad-hoc networks has been investigated
by a number of prior works. Hu and Perrig propose the
Ariadne protocol for securing on-demand and source routinézl
protocols in ad-hoc networks [14]. Similarly, the SEAD
protocol [15] secures distance vector routing in ad-hod3]
networks. Both the protocols requires a secure cryptogecaph
initialization phase, but use highly efficient symmetrigzke 4]
cryptography. While our approach uses expensive modular
arithmetic, it does not require secure initialization.

The privacy threat posed by location aware devices hag
also been a topic of intense research. Existing research has
taken two approaches for protecting user privacy: the first i (6]
to fudge the locations of identifiable nodes as in [16], [17].
The second is to use pseudonyms for temporary identificatiofy]
of nodes as proposed in [8], [18], [19], [20], [21]. We use the
latter approach because secure geographic routing requirgy
authenticated locations. Using temporary pseudonyms for
location aware nodes allows us to provide location privacy
and location authentication simultaneously. (9]

A multi-hop anonymous challenge mechanism has been
used by Mahajan et. al. [22] for detection of free riders i

. . X ; 310]
ad-hoc wireless network. Their mechanism requires two-hop
transmission of challenge messages. Our recursive clgallen
response is related to their mechanism in the sense thH&t
remote nodes are used for security processing. Unlike in our
work, the authors do not study the effects of mobility.

A scheme based on secure cryptographic initializatiol2]
is presented by Liu et. al. [23] to provide robust location
estimation for sensor nodes in a hostile environment. Our3]
approach is distinguished in the sense that we do not require
any secure initialization. However, our approach is Morg 4
expensive, requiring asymmetric cryptography. As noted in

Section VI, this disadvantage is not significant in a VANET. (1]

VIl. CONCLUSIONS

We design and evaluate geographical secure path routings
a privacy preserving ad-hoc routing protocol, which geo-
graphically routes messages through anonymous nodes[td
destination locations. The secure routing protocol also au
thenticates the public key and the geographic location of
destination nodes. (18]

Geographical secure path routing protocol requires asso-
ciative cryptographic one-way hash functions for security19]
These hash functions are derived from the discrete logarith
problem which uses expensive modular arithmetic. Superigyg
resource provisioning of vehicular networks makes our-solu
tion suitable for securing location aware services on VANET

Geographical secure path routing protocol was evaluaté%il]
with the NS2 network simulator for various values of node
density, node mobility, and the proportion of malicioug?2l
nodes. Evaluation results show that the protocol tolerates
malicious nodes with an increased routing path length. The
geographical secure path routing protocol is also able 183l
maintain a low loss rate even when the majority of nodes
are malicious.
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